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Production LLM training is error-prone
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Debugging is extremely difficult

Engineers monitor high-level training signals (e.g. loss curves)

* Where is the bug?
(little clue)
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Compilers, model code,

optimizer, kernels, etc.? 4.4
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Training Loss

* Even unclear
whether it is buggy?
(could be noises)
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This figure is from a real production training run



Strategy in practice: compare with another run

* Well studied in conventional software
o Delta debugging techniques (e.g. Zeller, ESEC/FSE ’99)
o Establish a baseline for correctness and narrow scope

* Sources of reference runs
o Same training job with different configuration
o Swapping suspected kernels with equivalent kernels
o Anolderversion of the training frameworks

* Compare the two runs’ training curves



Debugging remains difficult

From an earlier production incident
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Debugging remains difficult

From an earlier production incident
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If you don’t see the red curve, that’s exactly because the differences are tiny!



Debugging remains difficult

4 )
Root cause:
Manual debugging A buggy kernel that causes data race
e 50+ reruns Loss aligned Loss diverges
* Root cause not identified
g J backward ‘ forward
N -
Problems: QOOO OIOOO0O - Oy
* Expensive (many reruns) M
* Noisy (large suspect region)
* Delayed symptom (root cause is Buggy kernel corrupts

many operations in the past) output tensor



Key insights

Composite sighals make comparisons ambiguous

* Mix effects from many operations
* Subjectto numerical noises

¥

Effective debugging of LLM training requires
precise, unambiguous comparisons



Proposed abstraction: bitwise alighment

* Given two training runs, view them as a sequence of “points”
* Compare the tensors at each point
* Must match bit by bit

Buggy run 1

( A
Reference 032 |

Frun s1-pF--

0 0010 100(fp8) # 0 0010 101 (fp8)

First mismatch point becomes a clean pivot for debugging!



Bitwise alighment seems impractical

© Many sources of nondeterminism

Even for the same training job, running it twice, the results may not match exactly

© Make the training stack fully deterministic?

* Difficult, if not impossible
* Extensive changes
* Severely slow down training

©® Bit by bit comparisons is too slow at production scale
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Contributions

€@ Formalize bitwise alignment as a new correctness oracle

© Design OpGuard to achieve practical bitwise alignment

©® Deploy OpGuard in ByteDance’s production training stack
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Choose the proper granularity for bitwise alighment

X Each Python operator — costly/ noisy

X Each training step — not precise

Model-level operation (Op)

Consumes tensors and produces tensors

Example: q,k,v » gttention score
Attention

Why?
Far fewer boundaries to compare

Each Op is a meaningful computation

The first differing Op localizes the divergence
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OpGuard workflow

[0 Determinism control @ ]
G D 2.0 P
Suspect Run [ e Preflight: (~ 5 iters) J

discover stable Op

e Guarded replay:
fingerprint at Op boundary

Reference Run
:’0 m@“ [ e Offline alighment ]

° OpGuard aligns diverse runtime executions
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Non-determinism is everywhere

Sources of non-determinism . Enforcing full determinism
* GPU scheduling * Too expensive
 Communication order § * May hide bugs

e Kernel choices
* Hardware timing
 Randomness

(e.g., race condition under
a specific schedule)

Control: numerically relevant choices

OpGuard

Left visible: true residual divergence
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Example: communication order matters

Different reduction orders > different bits

(1e10+-1e10) + 1 =1
1€10+ (-1e10+ 1) =0

Controlled:

* Cross-GPU reduction order
* Collective algorithm / protocol - — - —

Not forced: E_@_; E - E_@_;

 Local GPU scheduling
° Control major nondeterminism; treat the rest as bug signals

Reduction kernel

* Hardware timing

15 (Refer to our paper for more detail)



Align Ops without freezing the training stacks

Same computation, different traces

Suspect Run

-

compiled step ()
L graph module ()
L fused attention (

»  time

-E]-

Python stack differs

 ———

Runtime schedule
differs

Reference Run

»  time

train step ()
L transformer layer()
L attention (

A Dz

~
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OpGuard achieves robust alignment by:

* Step 1: find stable Op boundaries

* Step 2: match Ops across runtime schedules



Find stable Op boundaries

One model op may trigger many low-level events:

[ Python intent ] [Deviceactivity J

\ CUDA Kernel
. Collected during >
Select Ops NCCL collective
@/ Semantic enough to compare;
concrete enough to debug

17 (Refer to our paper for more detail)




Match Ops across runtime schedules

Suspect run Stream 1

Reference run
Stream 2

* Position-based matching is brittle

Optimizations reorder / overlap computation

* Exhaustive matching is too expensive

Hundreds of semantic ops per forward pass
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Match Ops across runtime schedules

Ops may reorder or fuse within a region—but not across major boundaries

% GPU_Time_Counte}r

( )
a2a_dispatch [ fused _rmsnorm ][ cast_fp32 ] grouped_gemm ] moe_combine ]

Reference ﬁ
run

Suspect
un EaZa_dispatch [ grouped_gemm ] [ fused _rmsnorm + cast_fp32 ] moe_combine ]|

y, ‘ ‘ y,

Local Reorder Local Fuse
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Match Ops across runtime schedules

Discover anchor ops

Anchor Local Alignment Window Anchor
Reference ’
[ a2a_dispatch ] l[ moe_combine ]
run
Suspect
P {aZa_dispatch ] { moe_combine ]
run

Anchor recovers global structure of execution
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Match Ops across runtime schedules

Align inside anchor window

Local Alignment Window

Y
/ S e e e e e e e e e e m e e m e e e e e e e e e e > N

Reference [ fused _rmsnorm ][ cast_fp32 ][ grouped_gemm ]

run
?

Suspect ’ [ grouped_gemm ]—[ fused_rmsnorm + cast_fp32 ]I
run

Dynamic Programming tolerates schedule changes

from real optimizations
21



— @
OpGuard is deployed in ’
ByteDance’s production
training environment and

actively used by 15+ teams



Evaluation

@ Does bitwise alignment localize diverse real bugs?

@ How generalis the primitive across
stacks / reference choices?

©® What are the lessons from deployment?

@ How much overhead does OpGuard introduce?
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OpGuard changes debugging workflow

24
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Before

Manually compare
two runs

Guess which
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 Suspectrun [ @D

. Reference Run L\\D_/ b

------------------------------------------------
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Inspect with
visualizer

First mismatch "™
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Bitwise alighment enables broader comparisons
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Compare across
stacks, configs,
commits, ...

As long as they
Implement the
same computation

Config tweak 259/,

Where are reference runs selected?

Stable commit

o

\_

Cross-framework

Self-replay



OpGuard diagnoses diverse bugs

OpGuard successfully diagnoses 20 production cases with diverse root cause

@ Wrong modelimplementation / logic

v

(0 Race conditions

@ Unexpected numerical drift

M—

@ Hardware faults J

° OpGuard also diaghoses 8 longstanding Github issues
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OpGuard reduces triage time from days to minutes
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Unexpected deployment lesson: silent data corruption (SDC)

Designed for debugging ‘ !FFound hardware
software bugs corruption in production

[ These machines had passed standard health checks and stress tests ]
/

4 / N

Op level comparison
(=)

=) Detected
L) () = = /\ 914

"

First mismatch o .
suspect vs reference run (same input, different output) distinct SDC machines

\_ !
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OpGuard supports major production-level training stacks

Internal: text & VLM pre-training, post-training framework

@ Opensource: Megatron-LM, DeepSpeed, GPT-Neox, Verl, etc.

<@ O PyTorch
nV%A Megatron LM @ DeepSpeed 2.0 Compiler )A veScale

)A veRL O PyTorch FSDP @ GPT-Neox Transf;rmers
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Overhead

Trusted mode: skip bitwise signatures for trusted Ops

[- Trusted W Full Wm Sync tracer Tensor dump
Overhead vs. scale OpGuard vs naive baselines (64 x pretrain)
3000x
4 - 3.75x% |
© o
© © 3
v v
c e
| - | -
) ) 2
> >
O O
1__
0 ;
8x 16x 32x 64x 196%x 512x Trusted Full Sync Tensor
Scale tracer dump

Method

The major overhead comes from bitwise signature calculation
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Conclusion
I Bitwise alignment makes LLM training debugging

precise, actionable, and practical

@ Precise primitive Q Clear pivot

Ambiguous composite signals First mismatch becomes
—> Op-level bitwise comparison the debugging pivot

.
Determinism control & robust alighnment

Align Ops without freezing Y, a 9K ]'f. Attn']
the training stack =
oV ][' Attn]

-

o Deployed at ByteDance: 15+ teams - 20+ incidents
Diverse root causes, debugging time: days - minutes




Backup Slides



Bit-by-bit comparison with practical overhead

Capture full tensoris too slow

Input Tensor Output Tensor

_op |

¥ / Synchronous Copy
\'/ 500+GB per iteration

Host

Device l

Replay run slow down 3000x
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Bit-by-bit comparison with practical overhead

Solution: bitwise signature

Ilnput Tensor Output Tensor
| op )
Device _ [ P
Bitwise (= Total memory overhead:
Signhature <1MB

Host Asynchronous flush to host
0000¢  atthe end of each step

- Replay run slow down at most 1.8x



False positives

L1 False positives: 2~10 during first adaptation J

 With visualizer, 2~3 min to confirm noise
* Once marked, never appeared again

| Inspect Concrete diff fields and source code via visualizer |

DIFF DIFF

_check_overflow - stage_1_and_2.py:2017 get_grad_norm_direct - stage_1_and_2.py:1729 get_grad_norm_direct - stage_1_and_2.py:1728
has_overflow - stage_1_and_2.py:2055 norm - functional.py:1629

v diff 1625|  else:
1626 | # NB. p should be Umogtr, number], not Optional!
v fields 1627 |
(o1 - gutputs . return opguard_wrapped__linalg_vector_norm(1626)(torch.linalg.vector_norm,
summary ~ outputs::xor signature: 1078077440.0 vs 1077945344.0 i ne=dtype) <<< TARGET LINE
search ~ run:run1 rank:0 status:diff fnjtorch._C._linalg.linalg_vector_norm ) _ _
i 1631 | return opguard_wrapped__linalg_vector_norm(1628)(torch.linalg.vector_norm, input,

first diff - true _p, _dim, keepdim, dtype=dtype, out=out)

duce_gradie
reduce_ready_partitions_and_remc 1 632 |
reduce_independent_p_g_buckets_and_remove_grads - stage_1... reduce_independent_p_g_buckets 1633 | nd|m = |nput.d|m()
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https://www.magnific.com/icon/like_10257815

Bitwise alignment under different parallelism

Example: TP-simulator (achieve bitwise alignment under different tensor parallelism)

TP simulator

Real TP execution

[ a ] p L]j@ | b1 ] ------------ Same shard order replayed
| (b0, then b1)

(sharded across 2 ranks)

@

w ----------- Same multiply order replayed
J (ax b0, then t x c0)

hosacniinpass Same accumulation order replayed ----------- +
(c0 = c1)

bitwise identical output
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