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Abstract Despite decades of research on fault tolerance, existing

Stateful applications are the backbone of cloud services, yet
their failures frequently lead to prolonged disruption and
trigger cascading and metastable failures. Replication incurs
high resource overhead and slow failover, while techniques
like checkpointing or load shedding either suffer from stale
data or low service capacity that fails to contain failure impact.
This paper presents LiTeELiB, a library that enables lite repli-
cas, compact versions of stateful applications that maintain
only critical state and core operations. A lite replica provides
bounded yet high service capacity during failures until the
application fully recovers. L1TEL1B transparently maintains the
lite replica’s state during normal operation and switches to it
during failures while logging updates to replay after recovery.
We integrate LiTeLiB with five datacenter applications
(LevelDB, Memcached, Redis, HDFS, and MySQL), and
evaluate it in standalone and microservice deployments. The
lite replicas accelerate recovery by 46.7X, serve over 50%
of user-level requests during failures, and mitigate cascading
and metastable failures, while incurring low overhead and
requiring only 2% of the original code size to implement.

1 Introduction

Stateful applications like caches, databases, and stream pro-
cessing engines form the backbone of cloud services. Even
brief downtime can disrupt many requests and clients. Yet
these applications are prone to software failures including
crashes and hangs [12, 30-32, 34, 43-45, 57, 62, 64, 66],
which make the service unavailable while the underlying
hardware remains healthy. Studies show that software errors
are the major causes of cloud service outages [28, 32, 33, 44].
Recovering stateful applications typically requires state re-
construction and warm-up, which inherently takes time and
leaves a service gap even after the process restarts.
Moreover, this service gap can cause disruption beyond the
failed component. Stateful applications often serve as down-
stream dependencies in microservice systems [47]. During re-
covery, retries and traffic redirection can overload other healthy
components, triggering cascading failures [10, 37, 49, 51].
These effects can also create sustained degradation after the ini-
tial trigger has ended, resulting in metastable failures [14, 36].

mechanisms leave fundamental gaps. Replication-based mech-
anisms improve availability but incur high coordination de-
lays [11, 42, 55]. They also suffer from slow failover, as
clients must reconnect to new replicas, often causing abrupt
load shifts that trigger cascading failures. Moreover, since
replicas use the same code, a deterministic bug can cause
the other replicas to fail as well. Active-passive replication
further requires duplicating resources. Active-active replica-
tion partially alleviates resource underutilization by allowing
replicas to serve requests during normal operation. However,
the system typically operates near capacity in steady state,
leaving little to absorb failures. When a replica fails, traffic
is redistributed to remaining replicas that are already heavily
loaded, leading to performance degradation. Crucially, during
recovery, the hardware resources of the host running the failed
process remain available but are not exploited.

Checkpointing [58, 61, 67] lowers resource cost, but it
leaves a long service gap while restoring a checkpoint. It
resumes operation from a stale snapshot, compromising re-
sponse quality. Conventional caching improves performance
in normal operation but typically only supports read-only
requests. Thus, it neither preserves enough service capacity to
prevent cascading failures nor handles state synchronization
after recovery. Load shedding [10] prevents overload in other
components but does not provide capacity for the failed com-
ponent itself, so requests targeting that service continue to
fail until it recovers. As a result, in practice, software failures
of stateful components continue to cause prolonged service
disruption even when these mechanisms are in place.

These limitations, together with the prevalence of software
failures in cloud services, raise a key research question: can
we provide high service continuity during software failures
while remaining resource-efficient in normal operation?

In answering this question, we make two observations:

o Skewed operation usage: While stateful applications sup-
port a broad range of operations, in practice, requests com-
monly exercise only a small subset. For instance, Meta re-
stricts its services to a limited set of simple SQL queries [15].
At Twitter, over 90% of requests involve Get and Set op-
erations, whereas others, such as Prepend, Incr, and Cas,
are rarely used [70]. Similarly, in Google’s authorization



system [56], Check, Read, and Expand operations occur
orders of magnitude more frequently than Write.

o Skewed and correlated state access: Similarly, the state
accessed by requests tends to be both heavy-tailed and cor-
related [56, 59, 70]. For example, Scribe [40], a production
message queue application, supports replicating popular
data on ephemeral storage. Cao et al. [17] observed that, in
Meta’s database, keys with the most Get queries also tend
to have the most Put queries.

These characteristics highlight an opportunity: keeping
only a subset of state and functionality during failures can
still serve many clients and requests, minimize failover time,
absorb retries, limit failure propagation, and avoid staleness.

Building on these insights, we propose lite replicas, a
new approach for cost-effective mitigation and containment
of software failures. A lite replica is a compact version of
an application. It runs in the same endpoint and activates
immediately upon failure with fresh state. Unlike conventional
replication, it provides just a subset of services while the
application recovers, analogous to a spare tire. By focusing
on frequently used operations and state, it achieves enough
capacity to reduce service disruption and mitigate metastable
failures while avoiding high overheads.

To make this approach practical, we design LiTeLiB, a
library that addresses the challenges in building and managing
lite replicas. Developers use the simple abstractions and APIs
of LiteLiB to specify the core application state and operations,
while the library handles the heavy lifting automatically.

LiteLiB operates in two modes. In normal mode, it main-
tains up-to-date state for the lite replica with low overhead. It
passively updates this state through transparent interception
with lightweight hooks and eBPF. To limit resource usage,
LireLiB keeps a State Store with a configurable memory
quota. Upon a failure, LiTeLiB switches to emergency mode.
It ensures seamless failover through automatic socket transfer
and then continues serving requests from its state.

A key capability of LiteL1s is that it goes beyond merely
serving cached responses. Because it maintains the underlying
application state during normal mode, the lite replica can serve
both read-only and state-changing requests in emergency mode
as well as execute core business logic and even interact with
other components. Supporting writes is especially important.
Failures often cause backlogged writes that, if dropped or
rerouted, can cascade into larger outages.

To support this capability, LiteLiB provides logging for
state-changing requests served during emergency mode. Once
the application recovers, LiTeLiB synchronizes the updates
through replay, after which it transitions back to normal mode.
This ensures that the failure is masked and clients have a
consistent view of the application state.

LiteLiB supports different deployment scenarios. It works
for single-component services as well as stateful components
in microservices. Integrating LiTeLiB into one component

is transparent to clients and dependent services. Lite repli-
cas complement rather than replace conventional replication.
Replication remains essential for handling hardware failures
across machines. LiTeLiB is specialized for software failures
within a node, enabling instantaneous failover and much lower
client-visible disruption by leveraging local resources during
recovery. Combining both approaches allows a system to
achieve fast local recovery from software faults while being
robust to broader failures. We demonstrate this capability by
applying LiteLiB to HDFS, a distributed system.

We apply LiteLis to develop lite replicas for five popular,
large datacenter stateful applications: LevelDB, Memcached,
Redis, HDFS DataNode, and MySQL. Despite the complexity
and scale of these applications, the lite replicas remain compact
(on average only 2% of the original code size). Moreover, since
lite replicas focus on core functionality, they do not require
frequent changes across application updates, amortizing the
development effort. They also share little code with the full
version, making them less prone to shared bugs.

Despite their compactness, the lite replicas achieve sub-
stantial gains in mitigating failure impact. During failures,
LrteLiB serves 54% of end-to-end user-level requests while
maintaining a goodput comparable to the original service.
The recovery time to reach 90% throughput is accelerated
by 46.7x. LiteLiB incurs only modest overhead: on average,
6.4% latency, 27.5% CPU, and 21.3% memory.

In comparison, active-passive replication requires double
the memory and CPU resources yet still incurs failover delays,
e.g., around 30 s for Redis. Active-active replication still incurs
failover delays and fails to mitigate cascading failures. Check-
pointing causes substantial stale data and replay delays, e.g.,
56% stale responses for LevelDB failures. In a microservice
setting with cascading failures, LiTeEL1B reduces load shift
by 13.7x and prevents latency from continuously increasing,
mitigating the failure.

This paper makes the following contributions:

e We propose lite replicas, a new approach to achieve cost-
effective service failure containment for stateful software.

o We design a library runtime, LiTeL1B, to facilitate the
construction and management of lite replicas.

e We evaluate LiTELiB on real-world applications and mi-
croservices to demonstrate its benefits and efficiency.

The source code of LiTeEL1B is available at https://github.
com/OrderLab/LiteLib.

2 Motivation

We use cascading failures to show how a single failure of a
stateful application can cause prolonged service disruption
despite existing fault-tolerance mechanisms. We also show
how LiTeLiB mitigates such failures.

A Single Failure Escalates. Stateful applications, such as
caches and databases, are critical dependencies in microser-
vices. To tolerate failures, these applications are commonly
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Figure 2. Performance for the healthy instance. The value on each
bar in (b) represents the average Memcached latency in microseconds.

replicated across multiple instances. However, even with
replication, when one instance fails, client retries and traffic
redirection often cause load amplification, where redirected
requests overwhelm remaining instances and lead to sustained
service degradation. To illustrate this challenge, we use the
Social Network setup from the DeathStar Benchmark [27]
(its dependency graph is shown in Appendix A). We deploy
Mcrouter [53] in front of two Memcached instances to broad-
cast write requests and load balance read requests, forming
an active-active serving configuration.

Figure 1(a) shows the client latency when one Memcached
instance crashes (the experimental setup is detailed in §7).
Despite the fault-tolerant configuration, client latency contin-
ues to increase and shows no sign of stabilizing by the end
of the experiment. The goodput—successful responses that
meet the SLO—is effectively zero.

As Figure 2 shows, after the failure, the healthy instance
experiences a 65% increase in workload due to the failover.
This overload causes the instance’s latency to increase by 90,
which propagates to the phenomenon observed in Figure 1(a).
The throughput also drops by 7.7% within the approximately
one-minute duration of the experiment, resulting in over 13.3K
user requests not being served due to the failure.

In summary, while replication helps maintain availability,
it does so by shifting all failed and new requests to remaining
instances and increasing their load. Yet, the resources of the
host running the failed instance remain available but unused.

Lite Replica Mitigates the Failure and Escalation. As
depicted in Figure 1(b), with LiteLiB deployed, the service
quickly stabilizes after the failure. This is because the lite
replica continues to serve both read and write requests with
low latency during the failure, limiting the load increase
on the healthy instance to 4.7% and containing the failure
impact. Thanks to the characteristics of stateful applications

we mentioned in §1, the lite replica achieves this with only
15.6% additional memory and 1% of the original code.

We further measure the success rate of user-level requests
in the worst case, where even the remaining replica and the
database are unavailable. Although a single user-level request
consists of tens of correlated requests to the lite replica, the
end-to-end success rate averages 43%, increases to 54% after
one minute, and continues to improve over time. Notably, this
rate can increase further with a larger memory quota.

We also evaluate other existing failure mitigation solutions.
One commonly used technique is load shedding. Our exper-
iments show that at least 40% of requests must be dropped
to prevent latency from increasing continuously. However,
this significantly compromises the system’s goodput, which
remains much lower than that achieved with LiTeL1B. Another
technique is graceful degradation by dynamically disabling
heavyweight features [50]. In our evaluation, neither of the
two mitigation strategies is sufficient. For load shedding, drop-
ping writes to a healthy instance stops cache updates, causing
read requests to bypass the cache and overwhelm the backend
database. For graceful degradation, disabling the client-side
ComposePost feature reduces write load, but the remaining
read requests alone can still exceed system capacity.

Our key insight is that even partial service capacity can
substantially mitigate the impact of a software failure. Un-
like existing approaches, LiTeLiB leverages the otherwise
unused local resources of the failed instance and converts
them into usable service capacity. Providing full capacity
through complete replication of functionality and state is
often unnecessary and prohibitively costly; it pays off only for
long failures, ideally permanent ones. Production software
usually takes a bounded time to recover [28, 33]. Thus, we
need sufficient capacity only until recovery finishes.

3 LiteLiB Design

We design LiTeLiB, a library for building and managing lite
replicas to minimize the impact of failures and achieve high
service continuity at a fraction of the cost of full replication.

3.1 Scope and Opportunities

LiteLiB targets software failures in stateful, latency-sensitive
applications where the process fails—whether due to a crash
or an operator- or watchdog-initiated [46] application restart
(e.g., toresolve a hang or memory leak)—while the underlying
node remains healthy. Such failures are common and can cause
significant disruption even when the failure is brief. LiTEL1B
does not address hardware or OS failures that make the entire
node unavailable, which can be handled by conventional
replication. LiTeL1B enables fast local failure containment for
the common case and reduces the service gap to milliseconds
(§7) without requiring expensive cross-machine replication.
LiteLiB is most effective for applications with three proper-
ties: (1) A small set of operations dominates request traffic. By
supporting only these operations, a lite replica can preserve



a large fraction of service capacity with minimal implemen-
tation effort. (2) A relatively small portion of the state is
accessed frequently, and frequently accessed items tend to be
updated frequently. Thus, a lite replica can maintain bounded
state, consuming only moderate resources during normal oper-
ation. (3) Application state can be decomposed into multiple
independent units, such as key-value pairs for caching services,
rows for databases, and messages for messaging systems.
Many production stateful applications exhibit such prop-
erties. While some may not, such as telemetry backends,
compute-intensive analytics pipelines, and maintenance tasks,
their failures are less likely to significantly disrupt users.
LiteLiB does not target these or stateless applications.

3.2 Design Choices

LiteLiB co-locates a lite replica with the application, which
we term the full version. This co-location allows us to leverage
the unused local resources of the failed instance. However,
co-location does not by itself ensure low runtime overhead
for state synchronization. A key design challenge is how to
efficiently synchronize the state information between them.

A straightforward approach is to fetch state from the full
version at the time of failure, minimizing resource overhead
during normal operation. However, this reactive approach
relies on the full version being operational even in case of
failure, which limits the kinds of failures LiteLiB can handle
and introduces a significant service gap. Instead, LiTEL1B
takes a proactive approach by extracting and maintaining a
bounded set of application state during normal operation.
This allows the lite replica to immediately assume service
responsibilities when the full version fails, while incurring
low memory overhead.

There are two ways to obtain state from the full version
before failure: (1) traffic observation, which extracts state from
the client traffic to and from the full version, and (2) in-process
hooks, which push state updates from the full version to a
separate lite replica process during request handling. Traffic
observation is more transparent, while in-process hooks incur
lower resource overhead. LiteLiB supports both and exposes
them as operator-selectable options (§5.1).

A third approach is to co-design with state machine repli-
cation to obtain state information. When applications already
expose shared logs [25, 48], this can be effective and even
beneficial. However, such mechanisms are often absent in
microservice architectures. Introducing a local state machine
replication layer between a single writer (the full version)
and a single reader (the lite replica) is intrusive and adds
unnecessary abstraction and overhead.

3.3 LiteLiB Overview

LiteLiB consists of four main modules (Figure 3): Network,
Serving, State Store & Logging, and Replay. Together, they
operate as a lite replica. LiTeLiB also provides a LitePlugin,
which is invoked by the full version for auxiliary operations.

Normal Mode Server
Emergency Mode

Critical Path
-------- Async Path

Lite Replica
Serving Replay
Module Module

1
1
H +
I Network Module |

sniffing

State
Store &
Logging
Module

Full Version

Lite-
Plugin

Vanilla Logic

Figure 3. LiTeL1B overview.

LrteL1B operates in two modes: normal mode when the full
version is healthy, and emergency mode during failure.

To efficiently extract state, LiteLiB deploys an eBPF pro-
gram between the clients and the full version (§3.4). In normal
mode, clients connect directly to the full version, which han-
dles all requests. By monitoring these requests and responses,
the userspace lite replica collects and maintains relevant data
in anticipation of potential emergencies.

When the full version fails, client-server connections re-
main intact through our socket migration and mode transition
mechanism (§3.5), enabled by the LitePlugin. During emer-
gency mode, the Serving Module attempts to handle incoming
requests using the available data in the State Store (§3.6),
while efficiently logging all state-changing requests.

Once the full version is restored, the Replay Module syn-
chronizes all the state changes with the recovered full version
before transitioning back to normal mode (§3.7). Throughout
this process, the Serving Module keeps serving requests.

To ease development and support diverse applications,
LiteLiB provides simple abstractions and a small set of call-
backs that developers need to implement (§4). These callbacks
define how to extract state information from requests and re-
sponses, how to handle requests for the subset of supported
operations in emergency mode, efc.

3.4 State Extraction in Normal Mode

A lite replica must maintain sufficient state in normal mode so
it can immediately serve requests when the application fails.
This raises two key challenges: avoiding extensive application
changes and keeping runtime overhead low.

Our insight is that application APIs and protocols evolve
far more slowly than internal implementations. Thus, LiTEL1B
treats the full version as a black box and extracts the necessary
state from network traffic. This approach greatly reduces
development effort while remaining robust to application code
updates. The decoupling also allows the lite replica to use a
customized state representation tailored for its own use case
(serving requests in emergency mode).

By default, LiteLiB leverages eBPF to efficiently capture
information between clients and the full version. Compared to
a proxy-based setup, this approach incurs minimal overhead.
As Figure 4 shows, in the critical path (@ and @), network
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Figure 4. Normal mode workflow. The solid lines represent the
critical path, while the dashed lines represent the non-critical path.

flows normally to and from the full version. A lightweight
eBPF program attached by LiteL1s identifies state-changing
requests (e.g., SET, APPEND, DELETE)—we also call them write
requests—and their responses, and asynchronously forwards
a copy to the lite replica. It filters out read-only requests that
do not affect lite state. Request boundaries and types can
typically be identified using fields such as length and type
in the request header. When the application uses complex
serialization formats or the traffic is encrypted, the eBPF

program’s ability to perform in-kernel filtering will be limited.

In such cases, deserialization and filtering logic is delegated
to the userspace lite replica. Since the lite replica operates
within the same trust domain as the full version and has access
to the necessary credentials (e.g., TLS session keys), it can
decrypt and interpret traffic that eBPF cannot.

In the lite replica, off the critical path, the Serving Module
pushes the request into the pending request queue (@). Once
the response arrives (@), the request is dequeued (@). Through
the application-specific NormalUpdate () callback (Listing 1),
LiteLiB extracts the semantics of requests and responses, and
updates the State Store (®). Note that LiTeLiB extracts state
changes only after receiving responses, ensuring that it remains
consistent with the full version’s committed state and correctly
handles non-deterministic operations.

For developers willing to make trade-offs between effort and
overhead, LiTeL1B provides alternative deployment options
(embedded and proxy), which are described in §5.1. The
embedded option can also cover state changes that responses
do not reveal, such as hidden non-deterministic outcomes.

3.5 Seamless Transition upon Failure

When the full version fails, LiTeL1B transitions into emergency
mode. This transition must be fast and nearly imperceptible to
clients to minimize the service gap and avoid retry storms [36,
62]. Ideally, client connections remain open and uninterrupted,
preserving the illusion of a stable and unchanged backend.
Meanwhile, the program handling those requests behind the
connection switches to LiTeL1B.

To achieve this, LiteLiB migrates all client connection
sockets to the lite replica during the transition (§5.2). Upon
failure, the signal handler in the full version invokes the
LitePlugin, which transfers all client sockets to the lite replica
via a Unix domain socket and prevents the full version’s failure
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Figure 5. Serving in emergency mode and replaying requests
after the full version recovers. The solid lines represent the critical
path, while the dashed lines represent the non-critical path.

handler from writing error messages to them. This mechanism
assumes failures that still allow signal delivery and handler
execution (e.g., a crash that raises SIGSEGV). For failures that
prevent handler execution, LiTELIB relies on a simple fallback:
clients detect the broken connection and reconnect to the same
port, which is now bound to the lite replica.

3.6 Serving Requests in Emergency Mode

In emergency mode, the lite replica follows a serving invariant:
it serves a request only when all state needed for the response
is present in the State Store, and rejects the rest. In normal
mode, if the lite replica cannot derive an object’s new value
from an observed request (e.g., an unsupported operation), it
removes the object, or keeps it but marks its affected fields
unknown (§6.2), so it never holds a stale value.

As Figure 5 shows, LiTELIB processes requests using
its State Store. Upon receiving a request (@), the Net-
work Module forwards it to the Serving Module (®). The
EmergencyServe() callback (§4) retrieves the necessary
state from the State Store and serves the request using it (@,
®). Meanwhile, it logs the request for replay (§3.7).

If required state is missing, LiTELIB returns an application-
level error or closes the connection (§6.2), so clients observe
a failed request rather than an incorrect response.

3.7 State Synchronization after Recovery

Supporting write requests is a key feature of LiteLis. To
prevent clients from observing stale data or inconsistencies,
the recovered full version’s state must be brought up to date
before normal operation resumes. To achieve this, LiTELI1B
logs all write requests during emergency mode, and replays
them once the full version recovers.

The key challenge is efficient synchronization: the more
writes the lite replica handles, the more state must be syn-
chronized, yet the full version cannot safely resume until
synchronization completes. Thus, the Logging and Replay
modules aim to minimize log volume and replay latency.
Logging. Naively logging all requests and replaying them in
order is inefficient: it incurs high memory overhead and makes
timely replay difficult, especially when client throughput
approaches system capacity and new requests continue to
arrive during the replay process.



LrreLis addresses this challenge with log compaction.
Our insight is that only the version resulting from the final
modification to an object matters when reconstructing the
post-failure state. This collapses multiple updates into one,
reducing storage and replay overhead.

To support replay, LiTeL1B uses two types of log entries:
Action Nodes and Result Nodes. An Action Node records the
information required to re-execute a request, typically the
request itself. A Result Node instead references an object in
the State Store, avoiding repeated re-execution when multiple
requests modify the same object. Developers choose a log
entry type for each write request type based on its semantics:
a Result Node for single-object or non-deterministic updates
(e.g., popping a random member from a set), so that repeated
writes compact into one replay request and nothing is re-
executed, and an Action Node for request types that can update
many objects or whose effects cannot be fully represented by
objects retained by the lite replica (e.g., range updates that
may affect objects outside the State Store).

For request types that use Result Nodes, LiteLiB marks
updated objects as REPLAY_REQUIRED and creates a Result
Node for them in emergency mode. Objects referenced by
Result Nodes are exempt from eviction until replayed. When
an Action Node reads or updates such an object, LiTELIB
copies its current value into the Result Node and pins it
(Appendix B). Requests logged as Action Nodes still update
tracked objects, so they remain servable in emergency mode.

Each new Result Node replaces the previous node for the
same object, unless that node is pinned. This collapses multiple
writes into one replay request, so compaction occurs during
logging. A pinned node is exempt from the compaction to
preserve the intermediate version needed for replay. Otherwise,
replacing it with a later value could change the action’s effects.
Atreplay time, LiTEL1B converts each Result Node into a write
request for the full version, using its pinned copy if present
and the linked State Store object otherwise.

To maintain the order of requests, LiTELIB uses a global
linked list that contains all log entries, ordered chronologi-
cally based on the corresponding modification requests. Ad-
ditionally, a separate linked list is maintained for each client
connection to record which client sent each request.

Consider two Redis clients. LiTeLiB receives the following

requests in order in emergency mode:
| DELETE K2 (Client 2)
2 MULTI (Client 1)
3 SET K1 V1 (Client 2)
4 SET K1 V2 (Client 1)
5 SET K3 V3 (Client 1)
6 EXEC (Client 1)

Figure 6 illustrates the log entries recorded before the EXEC
request (commit a transaction). Two linked lists formed by
the Connection nodes represent the clients that have sent
requests. The Chronological node records the sequence of
requests received by the server. For the third request, which is
a modification, LiTEL1B automatically records it in a Result
Node. While the first request is also a modification, it is

MULTI SET K1 V2 SET K3 V3

~Chr. Node r|Chr. Node p{Chr. Node

Conn. Node Conn. Node onn. Node [*Conn. Node
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Figure 6. Logging example (before EXEC).
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Figure 7. Logging example (after EXEC).

recorded in an Action Node because a delete leaves no object
for a Result Node to reference. All requests from Client 1 are
also recorded in Action Nodes, because they are part of an
uncommitted transaction.

After the EXEC request, all requests from Client 1 are
committed. Consequently, LiteLiB removes all Action Nodes
associated with Client 1 from the linked lists. Additionally, the
two SET operations from Client 1 are automatically recorded
in Result Nodes and modifications to the same object are
compacted into a single Result Node. The Action Nodes are
then updated as Figure 7 shows.

Replaying. When the full version recovers, LiTELIB must
replay all logged writes. During the replay, the lite replica
must continue serving client requests to maintain service
continuity. Thus, LiTeLiB employs a double replay procedure.
As Figure 5 shows, the replay occurs in parallel with request
handling. The Replay Module goes over all the log entries
in the State Store & Logging Module in the order of the
Chronological nodes (®). It creates one connection to the
full version for each active or closed client connection (®).
All entries initiated by the same client connection are replayed
over the same connection to the full version. This ensures
that the replayed requests preserve per-client ordering and
consistency. The Replay Module pushes each replay request to
a pending request queue. When the Network Module receives
responses from the full version, HandleReplayResponse()
processes them to detect and handle errors during replay (®).
In some cases, incoming throughput may exceed replay
throughput. To address this, LiTEL1B implements admission
control using sliding windows [24] to estimate incoming and
replay throughput. When replay throughput falls below a user-
specified multiple of incoming throughput, admission control
is triggered and new modification requests are rejected to
prevent unbounded replay. This multiple thus controls replay
time, at the cost of dropping some modification requests.

Recovering. Once all log entries have been replayed, LiTEL1B
stops admitting new requests and waits for in-flight requests
(typically few) to complete. After that, LiteLiB replays the



entries added by these requests for full synchronization. Then,
LiteLiB switches back to normal mode by migrating all client
connections and listen sockets to the recovered full version.

3.8 Deployment Across System Architectures

Besides microservices, LITELIB is also applicable to tradi-
tional monolithic software, including replicated systems. Since
the lite replica observes all replication protocol-related net-
work traffic and handles it during failures, it remains active
and synchronized with other replicas. This design ensures
compatibility with distributed systems.

In case of hardware or kernel failures, conventional remote
replicas can still take over to ensure availability. This layered
deployment allows the original replication protocol to act as a
fallback during failures beyond the scope of LiTeL1B.

3.9 Correctness Overview

LiTeLiB preserves correctness across failures under two con-
figurations. Appendix B gives the detailed proofs.

Strict mode (response equivalence). In strict mode, the
full version exposes a sequence ID (seq) that reflects its
serialization order. Most services already expose a notion
of a global serialization position for replication (e.g., the
GTID in MySQL and the replication offset in Redis), which
totally orders committed requests. If the target service does not
already export such a value, the full version can increment a
counter where it linearizes a request (e.g., when Redis appends
the request to its log) and carry the value in a reserved field of
the response or in a header attached to each response it sends
to LiteLiB. LiteLiB strips seq before returning the response,
so the network protocol and client-visible semantics remain
unchanged. Single-writer services (e.g., an HDFS DataNode
with at most one active writer per block) already serialize
requests deterministically and need no explicit seq.

During normal operation, LiTeLiB derives state updates
only from processed responses. Requests whose effects are
not externally observable (e.g., those whose responses were
never sent) are not reflected in the lite replica’s state. At failure,
LiteL1B sets up a cutover barrier by stopping forwarding and
draining all observable responses. This lets the lite replica
start from a well-defined prefix state consistent with the full
version’s committed and externally visible state (s;aﬂ).

There are cases where external observations diverge from
the internal state of the full version. For example, the full ver-
sion may recover to a state different from sf;‘ﬂ, or a request may
be committed but return an error due to transient failures [21].
Such inconsistencies stem from the original system’s failure
and retry semantics, and are not introduced by LiteL1B.

During emergency mode, the lite replica serves requests
only when all required state is present and derived from
committed responses, and applies the same semantics as
the full version. After recovery, LiTeLIB replays all accepted
updates in order. Dependency-aware log compaction preserves
only necessary state while ensuring correctness. Assuming
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Figure 8. Code architecture of LiTeLiB. The vanilla code (gray)
comprises the majority of the codebase. The LiteLiB modules
(purple) are shared across all applications. The application-specific
callbacks (green with dotted borders) constitute the smallest portion,
among which the write filter callback, used by the eBPF program to
identify state-changing requests, is optional.

class Req {int Deserialize(uint8_tx*);};

class Resp {int Deserialize(uint8_t*);3};

void NormalUpdate(resp,req,state_store) {
if (resp == kOK && req.op == kSet)

state_store.set(req.key, req.value);

}

Resp EmergencyServe(req,state_store,log,flow_control) {
if (req.op == kGet) return state_store.get(req.key);
else if (reqg.op == kSet && !flow_control)

10 return state_store.set(req.key, req.value);

else return kError;

© 0 N R W N =

12

13 3oid ReinstallEventHandler(fd,client_or_listener) {

14 ev_set(client_or_listener.event, fd, Handler);

15 3}
Listing 1. Key application-specific code for Memcached. Protocol
definitions (lines 1-2) and core logic (lines 3—12) of the lite replica,
and socket re-registration in the LitePlugin (lines 13-15).
the full version recovers to sfj‘ﬂ, replaying all emergency-mode
updates brings it to an equivalent state.

As aresult, (1) responses served during emergency mode

match those of the full version under the same prefix state,
and (2) the system converges after recovery.

Relaxed mode. When seq is unavailable, LiteL1B provides
weaker guarantees: after recovery and replay, the full version
eventually reflects all accepted emergency-mode writes, as
long as each write is either base-independent (e.g., an un-
conditional overwrite, a delete, or an increment) or recorded
as a Result Node. Other writes, such as conditional updates,
require strict mode (Appendix B.2).

4 Interfaces

Developers build a lite replica with LiTeL1B by implementing
a few callbacks that let it extract state in normal mode and
serve requests in emergency mode (Figure 8). Listing 1 shows
the key application-specific code for Memcached.

The EmergencyServe() callback is a key component of the
LiteLis library, as it handles client requests during emergency
mode. In this function, developers must define how to use
state to serve requests. It lets developers decide the level of
service in emergency mode by choosing which operations to
serve and which to reject. More examples are in §6.2.
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Figure 9. Three options of LiteLis. The solid lines represent the
critical path, while the dashed lines represent the non-critical path.

LiteLiB requires minor changes to the full version. Devel-
opers must implement ReinstallEventHandler () to restore
network handlers after replay and subsequent socket replace-
ment by the LitePlugin (§5.2), which typically requires only
tens of lines of code.

5 Implementation

LiteLis is implemented in C/C++ in approximately 5.7K
SLOC, using Boost C++ Library 1.87.0 and Libevent 2.1.12.

5.1 Deployment Options

LiteLiB offers three design and deployment options as shown
in Figure 9. They share the core design but differ in how they
extract state in normal mode. Operators can choose and switch
options based on their specific requirements.

The eBPF option extracts state without modifying the full
version as already described in §3.4. Because this option is
off the critical path, the full version is not affected even in the
worst case where the lite replica crashes during normal mode.

The embedded option incurs lower CPU overhead. The
full version invokes hooks provided by the LitePlugin when-
ever a write request is processed. The LitePlugin runs as
threads within the full version and updates the State Store
in shared memory, which is used by the lite replica during
emergency mode. The mode transition process is identical to
that of the eBPF option. By avoiding additional network I/O,
it reduces CPU overhead. The trade-off is that explicit modifi-
cations to the full version are needed to invoke the LitePlugin
hook UpdateState() during write request handling. Direct
updates from the modified full version enable strict mode
(Appendix B.1) and simplify support for encrypted traffic.

The proxy option requires no changes to the full version and
supports near-instant mode switching through a simple mode
flag. In normal mode, the lite replica runs as a local proxy;
in emergency mode, it serves requests directly. It extracts
state from proxied traffic, eliminating the need for integration
with the full version. The trade-off is higher CPU and latency
overhead, as all requests incur an extra network hop and pass
through the lite replica on the critical path.

5.2 Socket Replacement Mechanism

LireLiB migrates all client connections and listen sock-
ets during mode transitions. It introduces a new interface,
socket_replace() (Figure 10), which replaces the socket at

File Descriptors

Sockets

Initial State

Step 1 fd; = dup(fd,) Step 2 dup2(fdy, fd,)
Figure 10. Workflow of fd; = socket_replace (fd, fdy).

fd, with fd; and returns a new fds that refers to the original
socket previously at fd,.

On switching to emergency mode, the LitePlugin replaces
client and listen sockets (S,) with placeholders (S;), detaching
the full version from clients, and transfers the original sockets
(fds) to the lite replica. On switching back, it replaces the
replay connections (S;) with the actual client connections (S;)
and closes the replay sockets (fds).

6 Building a Lite Replica with LiteLiB
6.1 General Guidelines

To apply LiTeL1B to a new application, developers (1) select
operations to support and (2) implement them and their state.

Choosing operations. Developers should analyze the work-
load and prioritize frequently used operations. At this stage,
the operation’s cost is not the primary concern since the
implementation can often be simplified and LiTeL1B already
keeps state extraction off the critical path. Instead, the goal is
to ensure the selected operations preserve enough capacity to
contain failure impact. We observed several common patterns
across our use cases: (1) reads and simple writes dominate
production traffic; (2) complex queries and administrative
commands can be deferred; (3) infrequent operations that do
not affect the lite replica’s maintained state can be rejected
with an error. Otherwise, they must either be implemented or
trigger invalidation of the affected state; (4) authentication,
although infrequent, is required to admit clients. The lite
replica only needs to authenticate existing users and can omit
credential management operations (e.g., user creation), which
can be deferred to the full version after recovery.

Implementing operations and state. The lite replica need
not replicate the full implementation. Instead, it should adhere
to the functional specification while using simpler designs.
Since it maintains less state and is not required to match peak
performance, complex optimizations and data structures can
often be omitted. For example, MySQL’s query optimizer
need not be reimplemented. Similarly, simpler concurrency
control (e.g., coarse-grained locking) is often adequate.

The maintained state is determined by supported operations:
state required only by unsupported operations can be omitted,
allowing large portions of internal state to be eliminated
(e.g., optimizer statistics or secondary indexes). The lite
replica’s state representation need not match the full version.
Developers can adopt lightweight designs, such as using the
State Store Map interface for key-value-like workloads or
simplified representations for more complex systems.



The serving invariant (§3.6) requires that a request be served
only when all state required to compute a correct response is
present in the State Store. Otherwise, it should be rejected.

6.2 Use Cases

Memcached and Redis. Their lite replicas support the core
GET, SET, and DELETE operations. The Redis lite replica addi-
tionally handles basic transactions (MULTI/EXEC) by buffering
commands within the lite replica and applying them atomically
upon commit. In normal mode, they insert hot key-value pairs
into the State Store upon observing successful SET responses,
while read-only operations are skipped. In emergency mode,
both adhere to the serving invariant. For GET requests on
missing keys, the lite replica returns “item not found”. For
SET requests, the lite replica accepts the write and logs it for
replay. This behavior aligns with caching semantics, which
do not guarantee the retrieval of previously stored items but
ensure retrieved values reflect the most recent SET.

Advanced features such as Bloom filters, geospatial indexes,
HyperLogLog, streaming, Lua scripting, Redis modules, and
some administrative commands such as debug and slowlog
are not supported. These operations are rarely on the hot path
but account for more than 50K lines of code.

LevelDB. A key distinction between a caching service and
a database service is that databases guarantee the retrieval
of stored information. The lite replica directly closes the
connection if the requested key is not in the State Store. This
is because LiTeLiB cannot distinguish whether the key does
not exist or the key-value pair was evicted in normal mode
due to memory constraints. The connection reset mimics the
behavior of the baseline system, where clients experience a
connection loss when the full version is down.

The lite replica does not support iterators, range scans,
or snapshots. These operations are rejected with an error.
This simplification eliminates the need for LevelDB’s internal
memtable, SSTable management, compaction logic, and ver-
sioning, over 5K lines of complex C++ code. The lite replica’s
state representation is a simple hash map.

HDFS DataNode. The lite replica maintains the namespace
and block information in the State Store and manages file
blocks on disk. Additionally, to support the replication mech-
anism, it periodically sends heartbeats to the NameNode.

MySQL. This is the most complex application we applied
LiteLiB to. The lite replica supports simple SELECT, INSERT,
UPDATE, and DELETE statements on hot rows. It leverages the
full version’s query cache and maintains a row cache, which
stores row fields to assist query cache maintenance and directly
serves single-row queries. In normal mode, the lite replica
extracts row data from QUERY responses and stores it in the
State Store. If it cannot determine whether a row is affected or
lacks the state to compute its value, it conservatively marks
columns as UNKNOWN or invalidates the row. The full version
shares its query cache with the lite replica via shared memory,

and the lite replica keeps its own local query cache. The full
version invalidates its query cache per table on every write;
the lite replica instead captures these writes and invalidates
only the affected rows using the row cache.

In emergency mode, the lite replica migrates the shared
query cache. For data queries, it returns results from the
query cache when available; if the required state is missing
or UNKNOWN, it returns an error. For modification requests, it
updates the row cache and adjusts affected query cache entries
accordingly. If unknown columns prevent a definitive update,
it either invalidates the affected entries or rejects the request.

The lite replica omits the query optimizer and many ad-
vanced features such as stored procedures, triggers, event
schedulers, and full-text search. These are rarely used in typ-
ical OLTP workloads. It also does not support transactions
beyond single-statement auto-commit.

7 Evaluation

Our evaluation answers several key questions: (1) What is the
development effort for lite replicas? (§7.1) (2) Can LiTeLiB
reduce the service gap (§7.2.1), and serve enough requests
during failures to contain the impact of the failure (§7.2.2)?
(3) How much overhead does LiTeLiB incur (§7.3)?

We also evaluate diverse workloads (Appendix C.2), the
impact of memory quota configuration (Appendix C.3), and
overhead under different loads (Appendix C.4).

Experiment Setup. All experiments are conducted on Cloud-
Lab c220g5 bare-metal machines running Ubuntu 22.04.
Checkpointing baselines use CRIU [3].

LevelDB. We employ a wrapper [2] that transforms Level DB
into a server. The workload consists of 20% writes at 40K
req/s, generated by a Zipfian distribution over 64 persistent
connections. Each request has a 1 s timeout and up to 5 retries.
Keys are 16 bytes, values 100 bytes, and the database is
preloaded with six million entries. The write buffer is 512
MB, and the service runs on 3 cores.

Memcached. We adopt a setup similar to [36], where Mem-
cached serves as a write-through cache for a MySQL database
with 34.6 million entries. Memcached 1.6.14, MySQL 8.0.39,
and Nginx run on three separate machines. Requests follow a
Zipfian distribution with a 5% write ratio.

Redis. We evaluate both vanilla Redis 7.4.1 and Redis with
a passive replica. Three Redis Sentinel instances with default
settings enable automatic failover. We use YCSB with an
80/20 read-write mix on a 1M-record dataset (1 KB values).

HDFS. We deploy an HDFS 3.3.6 cluster with one Na-
meNode and three DataNodes on separate machines, with a
replication factor of 2. The TestDFSIO benchmark writes ten
1000 MB files to the file system.

MySQL. We use Sysbench to evaluate MySQL 5.7 under
four deployments: standalone, active-passive replication (a
primary and a replica on separate machines, with ProxySQL
and Orchestrator on a third), active-active replication (MySQL
NDB Cluster 7.6 with replication factor 2, where each machine



Software  Vanilla Lite Replica Patch™  Dev. Time App. Solution  Settings Gap
Memcached 60K 567 (0.9%) 63 (0.1%) 3 days AP. Repl Failure detection: 30s (default) 33s
Redis 123K 801 (0.6%) 149 (0.1%) 5 days F R Bailure detection: 5s 8s
LevelDB 23K 924 (3.9%) 89 (0.4%) 5 days Redis LireLis Deploy Option: Proxy 1ms
HDFSDN. 56KP! 1,574 (2.8%) N/ABI 2 weeks Deploy Option: Embedded 13ms
[4]
MySQL 1.3M 3,092 (0.2%) 243 (<0.1%) 3 weeks AP.Repl.  Binlog Repl. s
Table 1. Code sizes of lite replicas and full versions, and their MySQL A.A.Repl. NDB Cluster (Proxy Failover) 55ms
development time. [1] Patch to the full version supporting the A.A.Repl. NDB Cluster (Client Failover) 52 ms
eBPF and embedded options. [2] Underestimates: only counts code LiteLis Deploy Option: Proxy 9ms

related to the DataNode in org.apache.hadoop.hdfs. [3] N/A: the
eBPF and embedded options are not available for Java in the current
prototype. [4] Underestimates: only C/C++ code in 1ibmysqld, sql,
sql-common, and storage is counted.

hosts one SQL node and one data node, plus a separate
management node), and LiteLiB. For active-active replication,
we evaluate (1) ProxySQL as an external load balancer, and
(2) client-side support for multiple endpoints. The workload
issues random reads and writes under a Zipfian distribution.

DeathStar. We use the DeathStarBench Social Network
(v0.4.1), arealistic microservice application with the Facebook
Reed98 dataset [60]. The workload consists of 90% timeline
reads and 10% post compositions, with requests following a
Zipfian distribution to approximate real user traffic [27]. Each
Memcached server is allocated one CPU core.

Correctness Validation. For each lite replica, we first run
the application’s existing test suite against the lite replica
in emergency mode, with expected errors for unsupported
operations. We also conduct fault-injection experiments that
crash the full version and verify that the clients observe
consistent behavior by comparing the responses during failure
and after recovery with a failure-free baseline. Across all
tested scenarios, lite replicas either served correct responses
or rejected requests with well-defined errors.

7.1 Development Effort

Table 1 shows the lines of code (LoC) for each lite replica
along with development time. The LiteLiB library (5.7K
SLOC) is shared across applications. The lite replicas average
only 2% of the original code size. Besides supporting fewer
operations with simpler implementations, the lite replicas stay
compact because they reuse LiTeLis’s State Store & Logging
Module. For HDFS, about half of the lite replica’s code is
dedicated to the network protocol and can be reduced by
using third-party libraries. Modifications to the full version
are minimal. Most add event registration callbacks (for eBPF),
while the rest copy key data from complex request objects to
the lite replica’s simpler ones (for embedded).

In terms of development time, all except HDFS and MySQL
require relatively little effort. For HDFS, most of the effort is
spent understanding and implementing the network protocol.
For MySQL, the effort is dominated by designing an appro-
priate state representation. This time would likely be shorter
if the implementation were done by the original developers.

Table 2. Service gap across applications. A.P. Repl. and A.A. Repl.
denote active-passive and active-active replication, respectively.

Because the service is largely treated as a black box, the effort
to implement a lite replica is primarily a one-time investment,
as service APIs tend to remain stable.

7.2 Service Continuity under Failures

We evaluate service continuity along two orthogonal dimen-
sions: (1) service gap (§7.2.1), which captures periods during
which requests cannot make progress, and (2) service perfor-
mance under and after failures (§7.2.2), which characterizes
how much service remains available, how quickly performance
recovers after a failure occurs, and how effectively LiTELiB
limits cascading and metastable failure effects.

7.2.1 Service Gap We measure the service gap from the
server-side perspective. As shown in Table 2, active-passive
replication incurs service gaps of several seconds. This gap
typically consists of two components: (1) failure detection
latency, and (2) coordination overhead to promote a replica.
MySQL experiences a service gap of several seconds due to
failure detection. Moreover, in deployments without a front-
end proxy (e.g., Redis), clients must additionally interact with
sentinels to re-establish connections after failover. Active-
active replication avoids coordination delays, but still relies
on network timeouts for failure detection, incurring service
gaps of over 40 ms.

By comparison, LiTEL1B avoids both sources of delay.
Because LiteLiB is deployed locally, it does not wait for
network-based failure detection, nor does it require distributed
coordination to promote a new primary. As a result, failover
under LiteL1B incurs only millisecond-scale service gaps. In
the DeathStar experiment, Mcrouter reports no interrupted
client connections during failover.

7.2.2 Performance and Recovery Table 3 shows that
LiteLiB provides substantial capacity during failures, reduc-
ing failure impact. We discuss each application below, with
more details in Appendix C.1.

Metastable failures’ sustaining effects can be categorized
into two types: (1) workload amplification and (2) capacity
degradation amplification [36]. We evaluate workload am-
plification in LevelDB, where it is triggered by retry storms,
and evaluate capacity degradation in Memcached, where the
effective capacity is reduced due to cache loss.



App. Solution Effective Service Capacity from Failed Node Performance Impact on Clients and Healthy Nodes
Baseline 0 throughput; 300K+ unserved +83% avg. latency

LevelDB Checkpoint 780K stale responses in 30 s after failure 212x avg. latency even w/o failures
LiteLiB 143K (67%) served during failure Stable avg. latency
Baseline 0% hit rate post-restart 3,224 s to 90% throughput

Memcached Checkpoint 2K stale responses 7 s to 90% throughput
LiteLi 33.8K additional end-to-end requests served 69 s to 90% throughput
Baseline 0 throughput Sustain 27.0% of pre-failure throughput within 1 min.
Redis A.P.Repl.  20.6K stale responses Sustain 45.5% of pre-failure throughput within 1 min.
LiteLi 881.8K served during failure Sustain 49.1% of pre-failure throughput within 1 min.
HDES A.A.Repl. 0 throughput 55.7% write shift; +59.9% healthy DataNode CPU time
LiteLi Stable throughput No write shift; +22.5% healthy DataNode CPU time
MySQL A.P.Repl. 0 throughput 3x traffic surge during failover
y A.A.Repl. 0 throughput Healthy node experiences 43.5% more load; total
throughput drops by 28.8%
LiteLis 48.6% of requests are served during failure Cascading failure avoided under modeled load shift

Table 3. Service performance and recovery behavior under failures across applications. A.P. Repl. and A.A. Repl. denote active-passive

and active-active replication, respectively.
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Figure 11. Impact of a LevelDB crash on throughput.

LevelDB. In the vanilla setup (Figure 11(a)), even with imme-
diate restart, LevelDB requires 8.2 s to replay its write-ahead
log. Retries then overload the system, elevating latency and
sustaining poor performance throughout the one-minute ex-
periment, signaling a metastable failure.

With LiteLis (Figure 11(b)), much of the workload is
absorbed during downtime, reducing retry pressure and pre-
venting sustained latency increases. Thanks to LiTeL1B’s log
compaction, the lite replica replays only 35K requests in
512 ms, fewer than the full version would have processed for
the same writes without the failure. During replay, client-
observed throughput also does not degrade. Checkpointing
every 30 s blocks LevelDB for 2.4 s per snapshot, which ex-
plains its latency increase even without failures (Table 3).

Memcached. In the vanilla setup (Figure 12(a)), the crash at
57 s causes complete data loss, driving the cache miss rate to
100% upon restart. Throughput recovery depends on cache
warm-up, but heavy load on the backend database leads to
widespread timeouts. As a result, throughput reaches only
10.8% of the maximum at 180 s. With checkpointing every 30 s
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Figure 12. Impact of a Memcached crash on the throughput of a
database system with Memcached deployed as a cache.

(Figure 12(c)), throughput recovers to 90% of its maximum
within 7 s after failure but produces over 2K stale responses.
When LiteLis is deployed (Figure 12(b)), the lite replica
performs a special full-state replay for caches: it writes back all
objects in its State Store (18.3% of cache entries, 256K) to the
restarted full version within 18 s, containing the failure impact.
Notably, the Memcached throughput observed by clients
immediately before replay completion (while still served by
the lite replica) and immediately after (when service switches
back to the full version) shows no observable difference,
indicating no significant service degradation during replay.

Redis. Even with an immediate restart, vanilla Redis takes 45 s
to restore its dataset. Active-passive replication returns stale
responses because Redis replicates asynchronously. LiTEL1B
cannot provide full capacity as replication does, but it serves
requests from up-to-date state and sustains the highest through-
put after the failure (Table 3).

HDFS. HDFS replicates blocks across DataNodes, so a DataN-
ode failure loses no data, but its writes shift to the healthy
DataNodes and raise their load, which risks cascading failures.
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The lite replica keeps sending heartbeats to the NameNode
and handles writes as a regular DataNode, so writes continue
to reach it and the healthy DataNodes see no extra writes
(Table 3). This shows that LiteLiB can work alongside an
application’s own replication and mitigate cascading failures.

MySQL. In an active-active setting, when one replica fails,
redirecting all requests to the survivor causes queue buildup
and latency to exceed timeouts, indicating a cascading failure.

Reducing the load to 3.8K requests per second—approx-
imating a scenario where the lite replica absorbs 48.6% of
the shifted traffic—keeps the survivor stable without queue
buildup. This suggests that LiTELiB mitigates cascading fail-
ures by containing load amplification. Similar behavior ap-
pears in active-passive settings, even before considering the
3% surge during failover.

7.3 Performance and Resource Overhead

We evaluate the lite replica’s memory usage, latency, and CPU
utilization in normal mode to quantify overhead. Memory us-
age is quota-based and configurable to application needs; here,
we adopt the same configuration as in previous experiments.

Memory. A significant benefit of LiTeLiB is its low mem-
ory usage relative to the service continuity it provides under
failures, as shown in Figure 13. It incurs 21.3% average mem-
ory overhead, whereas replication almost doubles memory
usage. We also measure how the memory quota influences the
benefits in Appendix C.3.

Latency. Figure 14 shows average latency without failures.
LireLiB adds minimal overhead: under the eBPF and embed-
ded options, latency increases by less than 1%. The proxy
option incurs modest overhead, reaching 2.1% in complex
services like MySQL where application processing dominates.

CPU. Figure 15 shows that LiteLis increases CPU usage by
27.5% on average. In HDFS, the lite replica incurs a 34.5%
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Figure 15. CPU utilization overhead in normal operation. The
value on each bar represents the absolute CPU utilization (%). For
active-active or active-passive replication, the stacked segments
(from bottom to top) represent the first replica, the second replica,
and auxiliary processes (e.g., manager and proxy).
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Figure 16. CPU utilization breakdown in LevelDB (eBPF option).
All values are normalized to the CPU utilization of the vanilla full
version. In the legend, a value without “+” is a component’s share
of the vanilla full version, and a value with “+” is CPU utilization
added by LiteLis. Where an entry has two values, the first applies
to the full version and the second to the lite replica.

overhead and shows room for improvement, as the packet
transfer and parsing code is not yet optimized.

Overall, runtime overhead is small for three reasons: (1) the
lite replica maintains less state, making operations cheaper,
and processes them asynchronously; (2) in normal mode, it
only updates state, allowing read operations to be skipped,
which further limits overhead since most workloads are not
write-dominated; and (3) network I/O is a major bottleneck in
the full version, and traditional replication incurs additional
communication overhead, while the lite replica is deployed
locally with the full version, making communication much
cheaper. Figure 16 breaks down LevelDB’s CPU utilization
under the eBPF option. Network I/O takes more than half of
the vanilla full version’s CPU time. With LiteLis, the eBPF
program adds 15.8% to the full version, and the lite replica
adds another 10.5%, mostly to deserialize the forwarded
requests and responses, for a total increase of 26.3%.

8 Limitations

LiteLis is not suitable for all application types. This includes
computation-intensive applications (e.g., image processing,
data analytics). The lite replica would incur similar CPU
costs to the full version yet preserve little meaningful state
to provide benefit during failures. LiTeL1B is less straight-
forward for applications that rely on active participation in
distributed consensus protocols. A lite replica can observe
protocol traffic to maintain its state log and serve reads or
buffer writes, but it cannot safely assume active roles such



as leader election, voting, or proposing new values. Nodes
whose sole purpose is active coordination should rely on native
replication. Our HDFS DataNode use case shows a middle
ground: the lite replica handles data-path I/O while deferring
full protocol participation until recovery. For applications
with non-deterministic operations, correctness requires that
resulting state changes be fully reflected in responses; other-
wise, the lite replica cannot fully synchronize with the full
version in normal mode unless the embedded option passes
additional information.

The lite replica may contain implementation bugs, which
can lead to incorrect results in emergency mode. However, its
smaller codebase makes it easier to test and validate, and it
can reuse the full version’s test suites. Moreover, such bugs
do not affect normal operation and only propagate if incorrect
results are logged and replayed.

The lite replica also introduces a potential new failure point.
With the eBPF option, it is off the critical path, so failures
do not affect the full version. Crashes of the proxy option are
temporary, as clients can fall back to the full version. With
the embedded option, the LitePlugin runs as separate threads
but shares the full version’s failure domain. This option trades
isolation for lower overhead, although the plugin’s simpler
design may reduce the risk.

Finally, LiTeLiB does not address all metastable failures. To
reduce coordination complexity, the lite replica is not designed
to serve requests concurrently with the full version, and thus
cannot break failure loops when a degraded full version
still offers higher capacity. However, by serving requests
during downtime, it enables restart opportunities with minimal
service gaps and reduced workload amplification.

9 Related Work

There is a rich body of work on tolerating software failures
through redundancy. The most common approach is replica-
tion, including process pairs [31] and virtual machines [13].
For fast failover, replicas are actively synchronized, often in
lockstep. It is effective but costly both in performance and
resource usage. Since the primary needs to wait for the backup
to perform the same operation, a significant delay is intro-
duced to clients. Running the backup also requires a separate
machine (remote replication) or the same amount of resources
as the primary. Shared logs coordinate logging across nodes
and are often co-designed with replication. They are helpful
for versatility [6, 8] and performance [48]. Logging solutions
are also used for reliability and recovery [7, 29, 38, 54, 71].
However, they remain multi-node systems with higher over-
head, and the backup runs identical code, making it vulnerable
to the same deterministic failures.

Another common approach is checkpointing [3, 18, 63, 68,
69]. Compared to replication, it incurs a smaller performance
penalty and lower resource usage. It also allows a buggy pro-
cess to roll back to a working state. However, the checkpointed
state is from the past, incurring significant data loss.

Client-side data caching typically allows continued client
access during server failures by serving only reads from
cached data within a time bound. Some systems also support
writes [41], but may expose different views to clients during
failures or incur substantial consistency-maintenance costs.

N-version programming [5, 20] tolerates design flaws
and deterministic bugs by developing and running multiple
functionally equivalent versions and voting on their outputs.
LiteLiB addresses a different problem: cost-effective failure
containment during failures.

Hystrix [52] is a library to provide latency tolerance and
fault tolerance by implementing the circuit breaker pattern,
load shedding, and other mechanisms. Similarly, the Google
SRE Book [10] discusses strategies to address cascading
failures, such as load shedding and graceful degradation. These
techniques focus on reducing the workload to prevent overload.
LrteLiB enhances capacity during service interruptions and
can work together with these solutions.

RPCShield [19] statically detects microservice dependen-
cies whose failures propagate to their callers, so that devel-
opers can identify cascading-failure risks before deployment.
LiteLiB addresses a later stage: it contains the impact of the
failures that still occur.

Overload control systems such as Breakwater [22] and
Protego [23] admit requests based on queueing delay and on
throughput gains under lock contention, respectively, while
Atropos [35] cancels the requests that monopolize critical
resources. Defcon [50] mitigates overload by disabling less-
critical features. These systems keep a running server within
capacity and are orthogonal to LiTeLiB, which adds capacity
while the server recovers.

Slicer [4] provides degraded service using a read-only
backup distributor. While both use simplified replicas, their
goals differ: LiTeLiB is a general library that enables transpar-
ent, seamless failover across systems and supports writes.

Another line of work shortens recovery itself [16, 39].
LiteLiB covers the downtime that remains, so faster recovery
and LiteL1B complement each other.

10 Conclusion

We propose lite replicas, a new method for efficiently contain-
ing failure impact, along with a library that enables developers
to apply this approach to their stateful applications. We apply
LiteL1s to widely used datacenter software components. Our
extensive evaluations show that LiTeL1B provides high service
continuity during failures, mitigates cascading and metastable
failures, and incurs low overhead with modest effort. It offers
a new design point in high-availability solutions.
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Figure 17. DeathStar Social Network microservice architecture.
Adapted from the DeathStarBench repository [1] with the failing
component recolored. The red Memcached service is the component
experiencing the failure. It consists of two Memcached instances,
with a Mcrouter instance acting as a load balancer in front of them.
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Figure 17 shows the architecture of the microservices we
use for the motivating experiment in §2.

B Correctness Proof

This appendix proves that LiTELIB preserves correctness
across failures under two consistency configurations.

Strict mode (response equivalence) To provide response
equivalence, LiTEL1B enables a strict mode in which the
full version exposes a sequence ID (seq) that identifies its
global serialization position for each completed request. Using
seq, LiteLiB (i) aligns its State Store with a well-defined
cutover-prefix state when entering emergency mode, (ii) serves
emergency-mode requests only after draining and processing
all previously observed responses (eliminating divergence due
to in-flight responses), and (iii) replays all accepted emergency-
mode updates back to the full version in a manner consistent
with the service serialization order.

Section 3.9 describes how the full version exposes seq
without changing the external network protocol or client-
visible semantics, and why single-writer services need no
explicit seq. Exposing seq does not alter service behavior; it
merely reveals an internal serialization position that already
exists logically within the system.

Relaxed mode When response equivalence is not required,
LiTeL1B can operate in a relaxed mode that does not rely on seq.
In this configuration, LiTELiB provides a weak consistency
guarantee centered on replay reconciliation: after the full
version recovers, replay eventually makes the full version
reflect the effects of emergency-mode accepted writes for the
objects modified during emergency mode, under a restricted
class of writes (formalized in Appendix B.2). Base-dependent
operations, whose outcomes may change when replayed from
a different base state, require additional mechanisms to ensure
correctness; we discuss such mechanisms in Appendix B.2.

Service model Let R be the set of requests and O the set
of responses. We model the service as a state machine M =
(S, s9, 8, w), where S is the set of states, sy is the initial state,
8 :S xR — Sis the transition function, and w : S X R — O
is the response function.

Requests and orders Let < denote the full version’s seri-
alization order over requests.

Timeline and states Figure 18 defines four named points
and the corresponding state variables used throughout the
proofs.

Assumptions Our correctness arguments rely on the fol-
lowing assumptions about the application and LiteL1B.

1. Internal-external state consistency (full version).
At any given point, we assume that the full version’s
internal state is consistent with respect to externally
observable effects across normal operations and failures.
This includes application failures and transient failures

failure cutover ~ recovery replay-done
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Figure 18. Timeline and states around a crash. Thick segments
indicate the component currently serving requests.

in normal mode. After a failure, the application’s recov-
ery procedure restores a state that is crash-consistent
with respect to client-visible external observations: any
request whose response was successfully observable
before the crash has its effects reflected in the recovered
state (e.g., via WAL/redo). Similarly, transient failures
either do not produce state changes without externally
observable effects, or such cases are mitigated so that
the state remains consistent with external observations.
If a request is commiitted but its response is not deliv-
ered before the failure, or is delivered as an error due
to transient failures, the client may observe ambiguity
about whether the operation took effect. This reflects
inherent ambiguity in the base service’s failure and
retry semantics, rather than a new issue introduced by
LiteLis. LiteLiB preserves the underlying service’s
failure semantics rather than creating new ones.

2. Deterministic operations. The transition and response
functions are deterministic.

3. Correct lite semantics (for observed and served re-
quests). For any request it observes in normal mode
or serves in emergency mode, the lite replica applies
the same transition function as the full version and,
when serving, the same response function. In emer-
gency mode, requests that cannot be handled with the
same semantics or lack the necessary state are rejected
with an error, without modifying state.

4. Correct logging. Each accepted write request is
recorded via either an Action Node or a Result Node.
Result Nodes are used only when the resulting state
update fully captures all side effects required for correct
replay; otherwise, an Action Node is used.

5. Replay completion. LiTeLiB’s admission control en-
sures replay eventually completes.

6. (Strict mode only) Seq order. The full version assigns
sequence IDs consistent with <g: if r; <p r, then
seq(r;) < seq(rz), and LiteLis applies full-version
effects in increasing seq order.

B.1 Strict Mode: Response Equivalence and State
Convergence

Normal-mode response processing and in-flight responses
In normal mode, the full version serves requests, and LiTEL1B



updates its own State Store only after it receives and processes
the corresponding responses. Response processing at LiTELiB
is asynchronous: responses may arrive and be applied to
the State Store later than when the full version executes the
requests. When seq is available, LiTELIB processes a response
only if its seq immediately follows, in the full version’s
serialization order, the seq of the last processed response.
This enforces prefix application in serialization order and
prevents reordering at LiTeLiB. We call a request in-flight if
the full version has sent its response but LiTEL1B has not yet
processed it.

Cutover to emergency mode The point at which LiteLiB
enters emergency mode depends on the deployment option.
With the eBPF and embedded options, clients connect to
the full version directly, and the transition happens when the
LitePlugin, invoked from the full version’s signal handler,
transfers all client connections to the lite replica. With the
proxy option, clients connect to LiteLiB, and the transition
happens when all connections between LiTEL1B and the full
version are lost. With any option, operators can also trigger the
transition manually. Beyond this point, no further responses
from the full version can be observed, which naturally induces
a cutover barrier.

Upon detecting the full version’s failure, LiTELIB stops
forwarding new requests and drains all responses that are
observable at LiTELIB (i.e., those forwarded before the failure).
LiteLiB processes all such responses and applies their effects
to the State Store, taking it from sgaﬂ to s"*, before serving any
emergency-mode request. This ensures that emergency-mode
execution begins from a well-defined applied prefix.

Lemma 1 (Cutover alignment with observed responses). In
strict mode, immediately before LITELIB serves the first request
in emergency mode, sz“t is consistent with the full version’s
state slf,f‘ﬂ on every object held in the State Store.
Proof. By construction of the cutover barrier, LiTEL1B pro-
cesses all responses before serving any emergency-mode
request, yielding sz“t. In strict mode, these responses carry
sequence IDs consistent with the full version’s serialization
order, so applying them in increasing seq order yields the
same effects as executing the corresponding prefix at the full
version. Since the State Store is updated only through pro-
cessed responses and the lite replica derives the same updates
implied by the full version’s semantics for those responses,
sf"* matches slf,,aiI on every object held in the State Store. O
Emergency-mode execution During emergency mode,
LiteLiB serves a subsequence of requests. LITELIB serves
a request only if all state required by (s, r) and w(s,r) is
present (§3.6); otherwise, the request is rejected.

Theorem 1 (Emergency-mode response equivalence). In
strict mode, let ry,...,r, be the requests LITELIB serves in
emergency mode, in order. For every i, the response LiTELIB

returns to r; is identical to the response the full version would
have produced had it, starting from s, executed ry,...,r; in
that order.

Proof. By induction on i. Before r{, Lemma 1 gives that the
lite state and the full version’s state agree on every object
held in the State Store. Assume they agree after ry, ..
LiteLiB serves r; only when all state it reads is present, so r;
observes the same pre-state in both executions; since the lite
replica implements the same § and w for served requests, it
produces the same response and the same state update, so the
states agree after r; as well. O

S Fio1.

Logging, compaction, and dependencies LiTeLiB logs all
write requests that it accepts during emergency mode. To
reduce log volume, LiteL1B applies log compaction: for each
object, the final modification performed during emergency
mode is retained, either as an Action Node that records the
original request (and its effects) or as a Result Node that
records the resulting state update. Intermediate Result Nodes
that are overwritten are removed from the log; Action Nodes
are never removed by compaction.

Log compaction is safe only when it does not remove
information needed to replay later requests. To capture this,
LiteLis tracks dependencies between Action Nodes and Result
Nodes. Intuitively, an Action Node may require the exact state
produced by an earlier update as the base for a subsequent
operation. When such a dependency exists, LITELIB pins the
corresponding Result Node.

Formally, let R(x) denote a Result Node that records the
resulting state update to object x, and let A denote an Action
Node. We say A depends on R(x) if correct replay of A
requires the full version to reflect the state update recorded
by R(x) before replaying A. If any Action Node depends on a
Result Node R(x), LiteLiB marks R(x) as pinned. A pinned
Result Node keeps a copy of x’s value at the time it is pinned,
which is the value replayed for it. Pinned Result Nodes are
not overwritten or removed by later modifications to the same
object.

Pinned-result preservation For any object x, LITELIB re-
moves or overwrites a Result Node for x only if that Result
Node is not pinned.

Replaying Upon recovery of the full version, when the lite
replica is in state s7™, LiTEL1B replays the compacted log while
continuing to serve requests. Replay preserves per-connection
ordering and the relative order of modifications recorded by
LiteLis.

Because the lite replica keeps serving during replay, the
log may grow: writes accepted during replay are appended in
chronological order and replayed in the same pass; those from
requests still being served by the lite replica when LiTeLiB
stops admitting new requests are replayed in a second round
(§3.7). Compaction during replay removes only Result Nodes
superseded by such later entries, so every removed entry is



either already replayed or replaced by a later entry. Throughout,
L denotes the compacted log at the time replay completes.

Lemma 2 (Prefix replay consistency). Let L be the compacted
replay log in replay order. After replaying any prefix L[1..k],
the full version’s state is consistent with LiteLiB’s State Store
after the effects of the entries in L[1..k] have been applied.
The only effects that may be absent are updates removed by
compaction because they are superseded by later entries for
the same object. Such updates are safe to omit, because any
Result Node needed by a later Action Node is pinned and
preserved in L.

Proof. We prove the lemma by induction on k.

Base case (k = 0). Before replay begins, the recovered full
version restores to si°° (Figure 18). By Assumption 1, si° is
crash-consistent with externally observable effects prior to the
crash. In particular, it is consistent with s¢"*, and thus provides
a valid base for replay.

Inductive step. Assume the claim holds after replaying
L[1..k — 1]. Consider the k-th replay entry.

Case 1: The k-th entry is an Action Node. By dependency
tracking, all Result Nodes required by this Action Node are
pinned and therefore have not been removed or overwritten.
Replaying the Action Node in order produces the same effects
as during emergency mode at LiTELIB.

Case 2: The k-th entry is a Result Node for object x.
Replaying it updates x to the recorded resulting state.

In both cases, after applying the k-th entry, the full version
remains consistent with LiteLiB for all replayed effects that
remain semantically relevant; any remaining differences are
confined to updates that will be overwritten by a later entry
and are not required by subsequent replay steps. O

Theorem 2 (Convergence after recovery). After the full ver-
sion recovers and LITELIB completes replay, the full version
reaches a state sgf’ne that reflects the complete net effect of
all write requests accepted by LiteLiB from cutover until re-
play completes. Moreover, sgone is consistent with LITELIB’s
post-replay state SEOSt on every object held in the State Store

(Figure 18).

Proof. By Lemma 2, after replaying the entire log, there are no
remaining later entries that can supersede prior updates. Thus,
the caveat of Lemma 2 no longer applies, and the full version’s
state is consistent with LiteLiB for all replayed effects. Since
LiteLiB logs all accepted writes and replay preserves ordering
constraints, the full version reflects the complete net effect of
all writes accepted from cutover until replay completes. O

B.2 Relaxed Mode: Scoped Eventual Consistency

Relaxed contract In relaxed mode, LiteL1B does not at-
tempt to match the full version’s global order <r. Emergency-
mode responses are computed on the lite replica’s local view
(i.e., they are well-defined with respect to the current State

Store), but need not match any single global serialization of
the full version.

After recovery, LiTeLiB reconciles emergency-mode writes
via replay. Since replay may re-execute operations from a
different base state s;°°, a clean guarantee requires restricting
the class of emergency-mode writes.

Scope and write classes Let Scope be the set of objects
modified by emergency-mode accepted writes, i.e., the set of
objects that appear in the compacted replay log.

We call a write request base-dependent if replaying the
original request can produce different outcomes when starting
from different base states (e.g., many conditional updates that
depend on the exact observed value or version). We call a write
base-independent if its committed effect can be represented
and replayed without depending on the current value at replay
time (e.g., unconditional overwrite, delete, or a commutative
or base-independent delta such as an increment-by-1 update).

Key idea In relaxed mode, replay starts from the recovered
full state s;7°, which may differ from the lite replica’s view at
cutover. To ensure that replay reproduces the effects accepted
during emergency mode, LiTeL1B logs each accepted write
in a replay-safe form. In most cases, an Action Node records
the original request, and the request itself is replay-safe (e.g.,
a commutative delta such as “+1”), so replaying the Action
Node yields the same effect even if the base state differs. When
a write’s effect is more naturally represented as a concrete
state update (or to enable log compaction), LiTELIB records a
Result Node that captures the accepted resulting update and
replays it directly.

Operations that are not replay-safe as raw requests (i.e.,
whose effects depend on the exact observed base state, such
as many conditional updates) must either be transformed
into replay-safe forms (e.g., deltas or CRDT-style updates) or
handled via a stronger path.

Emergency-mode response staleness Because the full ver-
sion is unavailable during emergency mode, the lite replica
may serve requests from a view that is behind (or otherwise
differs from) the full version’s failure-time state. We capture
this as staleness: emergency responses are always semantically
consistent with the lite state they execute on, but may be stale
relative to the full version.

Lemma 3 (Emergency-mode response validity). For every
request r served by LiteLIB in emergency mode, the returned
response equals w(s,r) for the lite state s on which LiTELiB
executes r. Consequently, the response is semantically valid
under the service model for that state; any mismatch with the
full version is attributable to staleness (i.e., the lite view differs
from the full version’s failure-time state), not to producing an
arbitrary response.

Proof. By the relaxed contract and the “Correct lite seman-
tics” assumption, whenever LiTELIB serves r it computes the
response using the same response function w on its current lite



state s, and advances its state using 8. Therefore, the returned
response is exactly w(s, r). If s differs from the full version’s
failure-time state, this manifests as staleness of the view, but
the response remains semantically well-defined. O

Theorem 3 (Scoped consistency). Assume every accepted
write is logged in a replay-safe form: as an Action Node whose
request is replay-safe (e.g., commutative or base-independent),
or as a Result Node that fully captures the accepted resulting
update for replay. After the full version recovers to sy and
LiteLis completes replay, for every object x € Scope, the full
version reflects the net effect of all accepted writes on x as

recorded in the compacted log.

Proof. By definition, the compacted log records the net effect
of accepted writes on each x € Scope. Under the assumption
that each log entry is replay-safe, replay applies each recorded
effect without relying on matching the lite replica’s base
state at cutover: Action Nodes correspond to replay-safe
requests whose effects are invariant to the base state (e.g.,
commutative deltas), and Result Nodes directly enforce the
accepted resulting updates. Since replay eventually completes
(Replay completion) and the full version is not serving requests
during replay, the recorded net effect is eventually reflected at
the full version for each x € Scope. O

Base-dependent operations and stronger requirements
Supporting base-dependent operations under weak consis-
tency is a well-studied problem (e.g., disconnected operation
with reconciliation or selective coordination [9, 65]). LiteLis
does not implement such mechanisms in relaxed mode. If an
application requires stronger semantics for base-dependent
operations, the recommended approach is to enable strict
mode (sequence IDs), which provides a simpler and stronger
end-to-end guarantee via global ordering and response equiv-
alence.

C Evaluation Details

We include additional details and results that are omitted in
the main paper due to space constraints.

C.1 Service Performance and Recovery under Failures

LevelDB Figure 19 shows the system’s average latency
throughout the incident, which reflects the metastable effect of
the system. In the vanilla setup, the elevated latency persists
until the experiment concludes one minute later. In contrast,
with LiteL1B, the average latency remains stable before and
after the failure.

Each checkpoint (§7.2.2) takes 2.4 s to capture LevelDB’s
in-memory state and persist its database files to disk. During
this period, no requests are processed, so service availability
drops to 92%.

HDFS DataNode The per-task throughput reported by
TestDFSIO remains largely unchanged after a DataNode fail-
ure, because it abstracts away concurrency effects. The failure
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Figure 20. Throughput of LevelDB after failures with LiTeLiB
and checkpointing under different workloads.

impact instead appears as the load shift to the healthy DataN-
odes (§7.2.2).

DeathStar In addition to the results presented in §2, we
also evaluate how LiTeLiB performs when there is a single
Memcached instance deployed without a Mcrouter in front.
In this setup, the vanilla version is modified to continue
serving requests from the database when the cache becomes
unavailable. Upon failure, client-side latency increases by
a factor of more than 570 by the end of the one-minute
experiment, accompanied by a 30% drop in throughput. In
contrast, with the support of LiTeEL1B, latency increases by
only 4.8%, and the throughput drop is fully eliminated.

C.2 Service Capacity under Various Workloads

Figure 20 shows the throughput of LevelDB with LiteL1B and
checkpointing under different write ratios. The throughput
provided by the lite replica in emergency mode is 31.5K
req/s on average and remains relatively stable across different
workloads. This stability is because the lite replica is designed
to handle both read and write requests when the full version
is unavailable.

With checkpointing, 56.0% of responses are stale on average.
As the write ratio increases, the throughput remains stable;
however, a growing proportion of responses provided by
the restored snapshot service becomes stale. Reducing the
stale data requires increasing the checkpointing frequency,
which, in turn, introduces even higher latency and availability
overheads. This suggests that checkpointing is unsuitable for
scenarios with high write ratios.
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C.3 Flexible Memory Quota Configuration

LiteLiB provides flexibility by allowing a configurable mem-
ory quota for the lite replica’s State Store. This parameter
affects the recovery speed and memory usage during normal
operation.

Figure 21 illustrates the recovery speed of Memcached
when LiteLiB is deployed with varying memory quotas. As
the quota increases, the recovery speed improves. For example,
when the quota is set to 5.7% of the full version’s memory
usage, recovery to 90% of the pre-failure throughput is 28x
faster than in the vanilla service without LiteLiB. This shows
that LireLiB can significantly reduce recovery time with
minimal memory usage.

Similarly, when the memory quota is increased to 52.9%,
recovery is 125.6x faster. This configuration is suitable when
maintaining service capacity and performance is critical, and
memory resource constraints are less stringent.

LiteLiB offers a flexible trade-off between recovery speed
and memory quota. Operators can choose the quota based on
their specific requirements. Furthermore, even with a small
memory quota, LiTEL1B achieves significant benefits, ensuring
the trade-off is not a hard choice to make.

C.4 Overhead under Different Loads

We evaluate the CPU utilization overhead of LiTELIB across
varying throughput levels, as shown in Figure 22. The results
indicate that the CPU utilization overhead of LiTELIB remains
around 20% across all throughput levels, except at the lowest
one. These findings show that LiTeLiB scales with the vanilla
service while keeping CPU overhead low, even under high
CPU demand, so it can support high-throughput workloads.
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