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Abstract
Large-scale LLM training runs on many GPUs for weeks atop
rapidly evolving software stacks. Bugs or hardware glitches
can silently corrupt the computation and only surface much
later. Debugging becomes finding a needle in a haystack across
time. Developers often use another training run and compare
their loss, gradient norms, etc. But these aggregate signals are
noisy and easily diluted across millions of operations, offering
little guidance on why the divergence occurs.

This paper introduces bitwise alignment as a correctness or-
acle and debugging primitive for LLM training, and OpGuard,
a practical system that realizes it at production scale. OpGuard
discovers semantic-stable operator boundaries across hetero-
geneous training stacks, and wraps them with lightweight fin-
gerprinting. A schedule-tolerant mapper computes the longest
prefix where two executions produce bitwise-identical tensors.
The first mismatching point becomes a pivot for debugging
and is presented with rich context. By carefully controlling
benign nondeterminism, OpGuard makes the first mismatch
strong evidence of error. OpGuard has been deployed at
ByteDance across pre-training and post-training workloads.
It diagnosed over twenty production issues, including subtle
kernel races and silent data corruptions missed by existing
checks, reducing debugging time from days to minutes.

1 Introduction
Large language model (LLM) training runs on a large number
of GPUs for weeks [19, 29] on top of a complex software stack
composed of user code, compilers, libraries, CUDA kernels,
distributed runtime, etc. This stack also undergoes frequent
updates [28], so bugs and hardware glitches are inevitable [17,
22]. Their symptoms are often subtle, such as loss spikes,
gradient-norm drift, degraded model quality [35, 43, 77, 87].

When such an anomaly arises, developers need to determine
(1) is the run truly buggy, and if so, (2) what the root cause
is. This is challenging for several reasons. First, rerunning
a training job consumes substantial resources, limiting the
number of diagnostic reruns developers can afford. Second,
the observed signals, such as loss and gradient norms, are only
composite metrics aggregated over millions of operations and
devices, so an error is easily diluted. Third, LLM training is
prone to numerical variations [12, 19, 27, 80], so an anomaly
may be harmless noise or early sign of a serious fault.
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Figure 1. A tiny race in embedding backward affects one GPU’s
embedding shard. The next forward step reads the corrupt weight
and propagates the error through its TP group and downstream layers.
By the time the loss diverges, most GPUs already hold bad tensors.

A production incident illustrates the challenge. In one of
our thousand-GPU vision-language model training runs, an
alert on the gradient-norm curve was raised after over 3,000
steps. Expert developers spent five days running repeated
experiments, toggling flags, and swapping kernels, but made
no progress. The root cause turned out to lie in an embed-
ding backward kernel, which had a tiny race condition that
perturbed a few rows under rare token patterns (Figure 1).

To cope with the challenge, developers often compare a
suspect run with a reference run. The reference run may come
from an older release, a branch before a suspected feature,
with different flags, with an alternative CUDA kernel, or even
on another framework. This comparative strategy has been
well studied in conventional debugging: delta debugging and
related techniques compare executions, changes, or program
states to isolate the minimal failure-inducing input or code [38,
95, 96, 99]. However, in LLM training, today’s comparisons
still rely on composite signals. Thus, they inherit the same
ambiguity that can hide real bugs or raise false alarms. Even
when two loss curves clearly differ, they offer little guidance
on what causes the divergence. In the above case, developers
repeatedly compared signals across runs (Figure 2), but this
alone was insufficient to localize the bug.

Our insight is that effective comparisons for LLM training
must be unambiguous and early enough. Composite signals
have high ambiguity because they mix the effects of many
operations and surface long after the original error; low-level
code execution traces expose irrelevant details, creating many
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Figure 2. Loss and gradient-norm comparisons between a good run
and the buggy run around Steps 3050–3450 for Figure 1. The bottom
plot highlights where the buggy run first diverges and by how much.

benign differences when compared; tolerance-based tensor
comparisons still leave ambiguity with ad-hoc thresholds.

Based on this insight, this paper proposes bitwise align-
ment as a new correctness oracle and debugging primitive for
LLM training. Given two comparable training executions, we
view each as a sequence of model-level computation bound-
aries and compute the longest prefix over which the tensors at
corresponding boundaries match bit-for-bit. The first bound-
ary failing this check is then the earliest point where the two
runs diverge, regardless of how similar their aggregate metrics
might still appear. This provides precise correctness criterion
and the first diff becomes the debugging pivot.

At first glance, bitwise alignment seems infeasible for LLM
training, which contains numerous sources of nondetermin-
ism such as multi-threading and non-associative reductions.
Production pipelines add further complexity through operator
fusion, recomputation, graph capture, and backend-specific
rewrites. These behaviors suggest that two training runs would
diverge quickly, making bitwise alignment too fragile.

This intuition overlooks an opportunity: modern stacks
provide substantial determinism control. Randomness can
be seeded; kernel libraries expose deterministic modes [18,
24, 50, 51, 82]; data pipelines can be made reproducible[67,
83]; deterministic algorithms exist [20, 65, 73]. However,
current determinism settings are scattered and used ad-hocly
to improve reproducibility, not to systematically localize bugs.

We design OpGuard, a system that realizes the idea for
production LLM training. OpGuard leverages existing deter-
minism but organizes it to support debugging, and adds new
mechanisms to make bitwise alignment feasible.

In practice, we find the space of bitwise-alignable runs is
much broader than expected. With modest care, we can align
runs that are several commits apart, runs that enable new
features (e.g., activation recomputation [11]), and even runs
from different training stacks (e.g., DeepSpeed vs. our custom
runtime), as long as they implement the same model computa-
tion. This observation underpins our design of OpGuard and
its applicability in complex, evolving LLM training pipelines.

Realizing this versatility requires addressing several chal-
lenges. Full-stack determinism is too costly, if not infeasible,
for production environments. OpGuard does not seek absolute
determinism. Instead, it identifies and neutralizes avoidable
sources of variation for bitwise comparison to be well-posed.

Even so, unavoidable nondeterminism and complexities
in production pipelines still pose problems. How to make
bitwise alignment robust even when the underlying stack is
not fully deterministic and contains aggressive optimizations?
Production jobs routinely enable kernel fusion, recompu-
tation, compute–communication overlap, evolving sharding
layouts, and graph-captured executions. These optimizations
reorder and regroup kernels, so any alignment scheme tied to
a particular execution plan is brittle. Large organizations like
ByteDance also use multiple training frameworks—–PyTorch,
DeepSpeed, Megatron, and internal runtimes—–whose APIs
differ substantially. Correctness checks defined in terms of
specific framework APIs are therefore too restrictive and lim-
its available reference runs. Finally, tensors are enormous,
making full tensor dumps prohibitively expensive. Their rep-
resentations can also change under sharding or reshuffling.

To address these challenges, OpGuard identifies and in-
struments a small set of semantic-stable boundaries—the
lowest-level Python operators that correspond to model se-
mantics, such as linear projections, layer normalization, and
attention blocks. These points represent the same mathematical
transformation across frameworks. Because these boundaries
sit above kernel choices and scheduler decisions, they also
become execution-stable: even if one run fuses kernels, over-
laps communication differently, or uses a different CUDA
Graph capture, the same semantic boundary is still reached
and observed. OpGuard uses a short preflight phase that runs
each stack to efficiently discovers these stable boundaries.

OpGuard automatically inserts a lightweight device-side
fingerprint kernel around these boundaries, which emits a
constant-size, scale-stable fingerprint. During the main run,
OpGuard records only these fingerprints. This reduces the
trace size and ensures the comparison does not depend on the
size, layout, or sharding of the underlying tensor. Afterward,
OpGuard uses a schedule-tolerant mapping algorithm to
reliably align the fingerprint streams from two executions. It
computes their longest bitwise-identical prefix, and reports
the first boundary that differs, together with its immediate
context. OpGuard further includes UI support that presents
this boundary as a pivot in a unified timeline so developers
can visually inspect how the discrepancy propagates.

OpGuard has been deployed in production in ByteDance
for 8 months. It seamlessly supports different pre-training and
post-training frameworks and heterogeneous hardware back-
ends. This ease of integration is because OpGuard observes
model-level tensors rather than framework APIs or internals.

To date, OpGuard has helped diagnose 20 production bug
cases, including resolving 11 long-standing difficult cases like
the motivating example. They cover a variety of subtle issues,
such as nondeterministic races in communication-overlap
paths, one-bit routing errors in MoE routing kernels that later
explode into shape mismatches, and long-standing cross-stack
mismatches such as different loss masking policies between
Megatron and FSDP. Across these cases, OpGuard reduces
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diagnosis time from days to minutes. In a separate online
SDC-detection mode, OpGuard has also detected more than
21 silent-data-corruption (SDC) [44] cases. We also evaluated
OpGuard in open-source training ecosystems. It enabled the
diagnosis of 4 new reproducible issues and 6 long-standing
bugs whose cumulative resolution time exceeded fifteen days.

Besides diagnosis, teams have used OpGuard as a reliable
correctness oracle in scenarios where system changes intro-
duce subtle correctness regressions, including new overlap
schedules, recompute policies, sharding layouts, heteroge-
neous backends such as GPUs and NPUs, and compiler-
generated execution paths. These workflows routinely alter ex-
ecution order, precision, kernel fusion, or parallel boundaries—
changes that are notoriously hard to validate and historically
have caused silent divergences in production training. Op-
Guard provides a principled way to confirm correctness of
low-level optimizations. This allows teams to safely innovate
on scheduling, parallelism, and compilation.

In summary, this paper makes the following contributions:
• We formulate bitwise alginment as a new correctness oracle

and practical debugging primitive for LLM training.
• We design and implement OpGuard, a system that realizes

this primitive into a practical and scalable workflow.
• We evaluate OpGuard across production pre-training and

post-training pipelines in ByteDance as well as open-source
stacks. The results demonstrate its impact.

2 Background and Motivation
LLM training requires extensive computation distributed
across many devices. A single training run traverses layers
of software and hardware: user code that defines the model,
optimizer, and configuration; distributed framework that im-
plements data, tensor, and pipeline parallelism [79] across
accelerators; runtime that schedules operators and manages
multiple CUDA streams [52]; compiler and kernel-generation
framework that lower operators into fused CUDA kernels [91].

2.1 Correctness Challenges in Large Training Stacks
Our experience in operating large training pipelines suggests
that faults can originate from any part of this stack. A small
deviation in user code can change the intended computation.
Mistakes in the parallelism partitioning, or microbatch order-
ing can cause different devices to see inconsistent parameters
or activations. Races between transfers and computation can
corrupt intermediate state. A collective may reuse a stale
buffer or misroute a shard. At lower levels, corner-case kernel
fusion bugs, nondeterministic kernels, and hardware-level
issues such as silent data corruption, can all produce wrong
activations or gradients. Even the systems surrounding a ML
framework, such as dataloaders and caching service, may
supply incorrect or reordered batches that appear valid.

Moreover, these faults seldom produce an observable symp-
tom at the moment they occur. They often initially affect only a
single device or a handful of tensor elements. As computation

intensifies and training state synchronizes, this local error
gradually propagates. Eventually it manifests as some visible
anomaly, e.g., a drift in gradient norms. By that time, the
original fault is often many layers and operations away. Worse
still, the same symptom can be caused by many possible faults.

These characteristics makes correctness debugging in LLM
training notoriously challenging. An apparently abnormal
signal may turn out to be harmless noise, while a subtle
deviation may be the first sign of a serious underlying fault.
Localizing the true root cause is akin to finding a needle in a
haystack spread across time.

2.2 Existing Solutions and Their Gaps

Substantial tools have been created for debugging individual
training components. Framework-level debuggers and anomaly
modes (e.g., TensorFlow Debugger [84], PyTorch Autograd
Anomaly [69]) focus on the training program and catch ob-
vious mis-specifications. GPU correctness and sanitization
tools (e.g., cuCatch, NVIDIA Compute Sanitizer, GPUBurn)
target kernel behavior and memory errors [8, 39, 54, 81]; MPI
and communication checkers such as MUST [86] focus on col-
lectives; hardware-focused tools like DCGM diagnostics [57]
watch for device faults; and cluster monitoring systems track
service and data anomalies. These tools are useful for identify-
ing local issues, but each tool focuses on a narrow slice of the
system. They do not answer the core questions developers face
during correctness incidents of an end-to-end training task: (1)
is this run still performing the computation as intended? (2)
where in this long execution did the misbehavior first occur?

In practice, engineers routinely rely on a pragmatic strategy:
they run a candidate training job next to a known-good one
with the same checkpoint and seed, then compare their loss
curves, gradient norms, activations, and related metrics. This
approach is popular because it provides a concrete baseline
for an otherwise fuzzy notion of correctness, while fitting
naturally into existing rollout workflows. When the two runs
match, engineers gain confidence; when they differ, there
might be a bug that warrants investigation.

However, these comparisons only operate at composite
signals that aggregate the effect of millions of operations,
masking subtle discrepancies for long periods while amplify-
ing harmless numeric fluctuations. Across real incidents, we
observe that they help reveal two runs have diverged, but they
offer little insight about why. Debugging remains a tedious
trial-and-error by toggling flags, adjusting settings, swapping
kernels, etc. Each rerun consumes costly cluster resources.

What is missing is a precise comparison mechanism to
augment this practice. It must surface faults soon as they
occur, while pinpointing what causes the divergence. It should
remain robust under production training stacks and only reveal
true differences in model computation semantics. In addition,
it should not require extensive changes to a training pipeline,
disable core optimizations, or incur severe slow-down.
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3 Abstraction: Bitwise Alignment
To address the challenges and gaps described in §2, we
advocate for bitwise alignment as a correctness oracle and
debugging primitive for LLM training.

Definition 1 (Bitwise alignment). Consider two training exe-
cutions 𝐸1 and 𝐸2 that are expected to compute the same model.
Each execution produces a sequence of observable boundaries:
𝐸1 = ⟨𝑏11, . . . , 𝑏1𝑚⟩ and 𝐸2 = ⟨𝑏21, . . . , 𝑏2𝑛⟩. A boundary 𝑏 has
an identifying model-level operator 𝜎 (𝑏) with an input/output
tensor state𝑇 (𝑏). An alignment between 𝐸1 and 𝐸2 is an order-
preserving partial matching 𝐴 = ⟨(𝑏1𝑖1 , 𝑏

2
𝑗1
), . . . , (𝑏1𝑖𝑘 , 𝑏

2
𝑗𝑘
)⟩,

where 𝜎 (𝑏1𝑖𝑟 ) = 𝜎 (𝑏2𝑗𝑟 ). Bitwise alignment is the longest prefix
of 𝐴 such that every matched pair satisfies 𝑇 (𝑏1𝑖𝑟 ) ≡bit 𝑇 (𝑏

2
𝑗𝑟
).

3.1 Alignment Spectrum
A useful way to think about correctness in LLM training is to
examine it along a spectrum of alignment strengthen.

At the weakest level, behavior alignment judges whether
the overall behavior of a model, e.g., its accuracy, BLEU
score [60], or loss curve, remains statistically consistent across
runs. This level suffices for high-level monitoring and regres-
sion testing but offers no visibility into internal correctness:
two runs can exhibit identical accuracy yet silently diverge in
intermediate activations or gradients.

A stronger level is numerical alignment, which compares
two tensors and treat them as equal if they are close enough, as
in torch.allclose [68]. This appears robust, since it tolerates
small differences, but in practice it is an unreliable oracle. A
10−4 difference in logits may be acceptable but may indicate
a serious bug for a loss or normalization constant. Choosing
a single tolerance that works across layers, data regimes,
and models is difficult. In addition, due to floating-point
arithmetic’s non-associativity, small discrepancies arising
from reduction trees, fusion patterns, or accumulation paths
will change the results even when the underlying computation
is mathematically the same. Raising the tolerance reduces
false alarms but will also mask small-but-systematic drifts
caused by actual bugs (e.g., losing a few rows in a gradient,
missing an update, or corrupting a subset of parameters) [40].
Numerical alignment is inherently ambiguous.

At the strongest level lies bitwise alignment, which demands
that the tensors match exactly, bit for bit, across operations
in both forward and backward passes. This binary predicate
removes ambiguity entirely: two runs are either identical or
not. When they differ, the first mismatched operation marks
the precise boundary where equivalence breaks, exposing the
responsible kernel, reduction order, race, etc. Therefore, it
provides strong diagnostic power.
3.2 Make Bitwise Alignment a Precise Oracle
For bitwise alignment to serve as a precise oracle, mismatches
should indicate a real difference in computation logic rather
than incidental noise. This requires three key conditions.

Comparable replay. The two executions should be compara-
ble, i.e., implement the same mathematical logic. They need
not be identical binaries. Many useful comparisons intention-
ally differ in implementation. A related assumption is that
an execution can be reproduced given the same data, seeds,
and environment. This is often feasible. Unlike conventional
systems where reproduction is hard [59, 98], LLM training
is fundamentally more reproducible. Its computation follows
a mostly static graph of tensor operations, and its inputs are
drawn from fixed datasets instead of dynamic, unknown user
requests. If two pipelines intentionally read or preprocess
data differently, they should first align the input, e.g., using
the same checkpoint or captured post-preprocessing tensors.
Reproducing a faulty run is generally feasible even when the
underlying bug is a data race. LLM training is computation-
intensive and repetitive: an operator is often invoked thousands
of times per training step and millions of times over a run,
which creates abundant opportunities for the race to manifest.

Feasible, however, does not mean cheap. Replaying a large
training job consumes substantial resources and time, so a
debugging system should require as few reruns as possible.
OpGuard uses one captured faulty run and a reference run
to expose the first boundary divergence; the faulty execution
itself need not be deterministic.
Controlled nondeterminism. LLM training stacks contain
various sources of nondeterminism that can introduce varia-
tion between runs even when they do not change the intended
computation. We distinguish two categories. Controlled non-
determinism is benign variation in the execution environment,
e.g., RNG streams, data order, library kernel choices, collec-
tive topologies, and numeric modes. Residual nondeterminism
is variation that remains after these controls are fixed, typically
because user code, third-party kernels, or hardware behavior
is schedule-sensitive. The former should be stabilized so that
bitwise comparison is well-posed; the latter is intentionally
left visible and treated as a bug signal. §4.2 describes how
OpGuard enforces this split.
Model-level boundaries. Bitwise comparison should be ap-
plied at a granularity that yields stable and precise outputs.
Comparing at full training steps or whole layers would be too
coarse to localize faults. Comparing at every Python-level
callsite would be too noisy and inconsistent: many functions
do not operate on tensors, and those that do may be reordered,
fused, or eliminated by tracing and compilation passes. Con-
versely, if the comparison is too low-level, e.g., framework
internals or temporary buffers, it becomes highly sensitive to
implementation details. Small changes in heuristics, autotun-
ing, or vendor libraries can add, rename, or remove temporary
tensors without affecting the model semantics.

We find the right granularity for bitwise alignment are
model-level operators whose input and output tensors are
materialized in every valid execution of the model, e.g., a
linear projection, a layer-normalization call, an attention block,

4



or an MLP submodule. We call those comparison points
model-level boundaries. By materialized tensors we mean
those that any faithful implementation should produce and
pass to the next model-level operator as opposed to transient
buffers, which a compiler may create, rename, or eliminate.
These tensors define the contract between adjacent model
components. Backends may change kernel schedules, fusion
plans, or temporary buffers, but changing a boundary tensor
changes the model computation. A match at such a boundary
implies that the proceeding components’ transformations are
equivalent for that input; a mismatch marks the first component
that has divergent transformation. This granularity is stable
across framework and backend because different optimizations
should preserve model logic; yet it remains fine-grained to
localize the divergence to a small region of model code.

4 Design of OpGuard
We design OpGuard, a system to realize the bitwise alignment
abstraction. Our goal is to make OpGuard practical for
production training pipelines. OpGuard also aims to make
bitwise alignment broadly applicable as a general and powerful
debugging primitive so it can support comparing executions
across frameworks, compilers, libraries, hardware backends,
and distributed runtimes, as long as both runs represent the
same model computation. Otherwise, bitwise alignment would
only be a narrow regression check for nearly identical binaries,
which would greatly limit its utility.

Achieving these goals requires turning the insights dis-
cussed in §3.2 into concrete mechanisms. Production training
pipelines are highly complex and contain aggressive optimiza-
tions such as operator fusion, and graph capture and rewriting.
These complexities introduce several design challenges for
OpGuard. First, the stable comparison points required by
bitwise alignment are not directly exposed by single API
surface. OpGuard needs to efficiently discover the boundaries
without requiring users to rewrite models or disable optimiza-
tions. Second, production training runs generate enormous
tensors. Dumping full tensors is infeasible. OpGuard should
extract lightweight, scale-independent observations that are
still informative. Third, even after benign nondeterminism
is neutralized, two executions likely will not emit outputs
in exactly the same order. OpGuard should align partially
ordered observations and recover the longest prefix.

4.1 Overview
OpGuard addresses these challenges with a three-phase work-
flow that compares a suspect execution against a reference run
(Figure 3) for post-failure root cause diagnosis. OpGuard has
a separate deployment mode for online SDC detection, which
is discussed in §6.4. The Preflight phase (§4.3) runs a few
iterations in eager mode to discover model-level boundaries
(§3.2) shared by both runs, and produces an alignment plan.
The Guarded Execution phase (§4.4) wraps the discovered
boundaries with input/output fingerprinting and runs the full

Exec A

Exec B

① Preflight ② Guarded Execution ③ Alignment & Prefix Certification

Short eager run

Alignment Plan

Determinism Control

Instrumentation
(wrap aligned python ops)

Runtime Tracing

Runtime fingerprint logs

Serialize ops from 
multiple XPUs

Schedule-tolerant 
mapper

Exec A

Exec B

Visual debugging UI

· First op with semantic diff
· Stacktrace & neighboring ops

Figure 3. OpGuard workflow.

training job, producing compact fingerprint logs. Determinism
control (§4.2) is applied in this phase as well as in Preflight.
The Alignment phase (§4.5, §4.6) processes the two logs
offline. A schedule-tolerant mapper first identifies anchors to
partition each trace into windows; within each window, the
mapper pairs the remaining boundaries despite fusion, overlap,
and asynchrony. Prefix certification then walks the matched
boundary pairs to compute the longest bitwise-identical prefix
and report the earliest divergent boundary. A visual debugging
UI presents this boundary along with surrounding context for
engineers to quickly triage and pinpoint the root cause.

4.2 Determinism Control

As discussed in §3.2, bitwise alignment is only well-defined
if nondeterminism is controlled. Conventional deterministic
multithreading systems [6, 7, 15, 16, 42, 46, 47] force repro-
ducible execution by controlling thread schedules, system-call
results, and external inputs. One extreme for LLM training
is full-stack bitwise determinism, exemplified by PaLM [12].
PaLM’s training pipeline was engineered so that, starting from
any checkpoint, resuming training produces bitwise identical
results. Achieving this required carefully constraining the en-
tire hardware and software stack. Outside such bespoke stacks,
this level of control is rare. While mainstream frameworks
such as PyTorch and TensorFlow offer deterministic modes,
they are best-effort and do not eliminate nondeterminism.
Enforcing bitwise determinism across heterogeneous fleets
(mixed GPU generations, different drivers/compilers, evolving
libraries) is also fragile. A single library upgrade or kernel
change can break the assumption.

OpGuard’s goal differs from deterministic runtimes and
from PaLM’s full-stack discipline. It does not aim to make
every run absolutely bitwise deterministic or to impose a
deterministic scheduler, which can severely slow down pro-
duction workloads. Instead, it identifies and fixes controlled
nondeterminism: avoidable sources of variation that would
otherwise make two runs with the same intended computa-
tion perform different arithmetic and make bitwise alignment
meaningless. Many numerical differences between runs arise
from sources that have nothing to do with model correctness:
different shuffling orders, RNG streams, collective algorithms
or bucketizations, kernel variants, or numeric modes. If these
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Surface Controlled? What remaining nondeterminism means

Randomness & data order
(dropout, shuffling, sampling)

Yes We fix all RNG seeds and sampler settings so that both executions see the same mini-batch
sequence and the same stochastic draws. If runs still diverge here, it reflects data/config drift.

Framework / library kernels
(torch ops, cuBLAS/cuDNN, fused kernels)

Yes We enable deterministic algorithms and pin kernel choices so that, given the same inputs, the
library computes in the same arithmetic order. After this, mismatches usually indicate version/flag
skew or a latent library bug, not benign nondeterminism.

Hardware collective / reduction order
(NCCL tree/ring, chunking, topology)

Yes We pin NCCL’s algorithm and topology so all partial sums follow the same reduction tree. Different
trees lead to different FP accumulation orders, so we treat those as different configurations and
should not compare them. If the hardware produces different bits despite identical inputs and
kernel, this constitutes silent data corruption (SDC).

User / third-party code & scheduling
(custom CUDA kernels, host concurrency,
warp/SM timing)

No We do not fix CPU thread schedules, warp/SM timing, or user kernel design. Correct kernels
must be schedule-invariant. If scheduling changes bits (racy atomics, missing sync, uninitialized
memory), that is a bug, not benign nondeterminism, so OpGuard is meant to expose it.

Table 1. OpGuard distinguishes controlled nondeterminism from residual nondeterminism. Controlled nondeterminism inside the stack (RNG,
framework kernels, hardware reduction order) is stabilized so bitwise comparison is well-posed. Residual nondeterminism after these controls
is treated as a bug signal when it changes output.

choices differ between runs, they no longer perform the same
arithmetic, making bitwise comparison meaningless.

As Table 1 lists, these are exactly the categories OpGuard
controls. The controls are lightweight and do not disable core
optimizations or alter user-visible training logic.

Specifically, OpGuard applies nondeterminism controls
at five surfaces. First, it makes randomness and input order
replayable by fixing CPU/CUDA RNG state, dropout streams,
dataloader workers, sampler state, and distributed initializa-
tion, so both executions consume the same mini-batches
and stochastic draws. Second, it pins arithmetic choices in-
side framework and vendor libraries: deterministic algorithm
modes, fixed cuDNN/cuBLAS workspace behavior, disabled
autotuning, and consistent numeric modes such as TF32
settings keep kernels using the same implementation and
accumulation order. Third, it fixes distributed reduction or-
der by pinning collective algorithm, protocol, topology, and
bucketization; otherwise two correct runs can differ solely be-
cause floating-point partial sums follow different trees. Fourth,
when comparing from a checkpoint, it restores all state that
affects future execution, including RNG streams, optimizer
state, dataloader position, and scheduler counters. Finally, for
comparisons across tensor-parallel configurations, OpGuard
can use a TP-simulator mode that executes the full unsharded
arithmetic while preserving the logical parallel configuration,
preventing sharding-induced reduction-order changes from
being mistaken for faults.

Importantly, OpGuard does not suppress residual nondeter-
minism in user/third-party code or fix scheduling. Schedule-
sensitive custom or third-party kernels (e.g., CUDA/Triton
kernels with race conditions or nondeterministic reductions)
are treated as part of the system under test rather than sta-
bilized or reasoned about internally. If such a kernel is not
schedule-invariant, OpGuard surfaces the effect as a diver-
gence. Thus controlled nondeterminism is noise that OpGuard
removes, while residual nondeterminism is evidence that the

tested system has a latent correctness problem. The exhaustive
knob-level recipe is detailed in Appendix A.5.

4.3 Preflight: Discovering Stable Model Boundaries
OpGuard splits debugging into two phases: a short Preflight
phase that determines where bitwise comparison should occur
and whether the two executions share those points, followed
by Guarded Execution that instruments only those points. This
separation enables low overhead for long training runs.

Preflight’s goal is to discover a shared set of boundaries
across two executions that are expected to compute the same
model-level transformation. These boundaries should define
a stable comparison grid: regardless of differences in com-
piler passes, fusion strategies, or kernel schedules, the same
boundaries in two runs should see the same logical tensors.
Thus, same computation is a contract on boundary values, not
source code or kernel identity.

We use the MoE block in Figure 4 as a running example
throughout the design. The block dispatches tokens with all_-

to_all_dispatch, normalizes activations with fused_rmsnorm,
runs expert computation with grouped_gemm_experts, and
combines expert outputs with moe_combine. One execution
may fuse adjacent kernels or schedule communication on
different streams, but if it implements the same MoE block, it
should expose the same logical tensors at the boundaries.

Preflight assumes the runs start from equivalent checkpoints,
consume the same training examples in the same microbatch
order, make the same seeded random choices, and use the same
numerical contract for each boundary (e.g., precision policy,
normalization formula, optimizer update rule, and collective
reduction order). They may still use different kernels, fusion
plans, recomputation strategies, graph-capture schedules, or
physical sharding layouts, as long as those choices implement
the same boundary-to-boundary tensor transformation.

As discussed in §3.2, choosing the right boundary gran-
ularity is critical. OpGuard chooses model-level operators
whose input and output tensors are materialized in every valid
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Figure 4. OpGuard components on one running MoE-block example. (a) Preflight discovers stable model-level boundaries and guarded
execution installs input/output XOR probes at those boundaries. (b) Schedule-tolerant alignment pairs boundary logs despite fusion, overlap,
and local reordering. (c) Prefix certification reports the first mismatching aligned boundary as the debugging pivot.

execution of the model, specifically the lowest Python-level op-
erators that directly initiate device work (through C++/CUDA
kernels), e.g., linear, layer_norm, attention blocks, the four
MoE operators in Figure 4. These operators are explicit in
model code and define the model computation, while existing
in every major training stack. They form a consistent logi-
cal order despite backend differences. Bugs must eventually
perturb a tensor passed through one boundary.

OpGuard discovers these boundaries automatically. It exe-
cutes each pipeline for a few iterations, and enables Python-
and device-level tracing for tensor-producing operations. It
then inspects the stack frames of these operations and filters out
frames originating from JIT internals, compilation runtimes,
and vendor libraries. From the remaining frames, OpGuard
selects the nearest user-defined operator as a candidate.

OpGuard then identifies the device work caused by each
candidate operator. This is needed to (1) filter Python callsites
to operators that actually launch device work; (2) provide
runtime context (streams, launch order, timing, etc.) for later
stages. This attribution is non-trivial. A single model-level op-
erator may trigger multiple CUDA or Triton kernels, call ven-
dor libraries, issue collectives, or runtime-scheduled launches.
The device trace alone cannot name the model operator that
caused these launches, while the Python trace alone does not
expose their concrete runtime behavior.

OpGuard therefore uses a layered attribution scheme. Its
Python tracer records the operator intent (function names,
callsite, argument summaries). Device-level tracer records
kernel launches, memory operations, collectives, streams,

and timestamps using the device profiling interface [55] and
kernel-launch interception. OpGuard merges the two views
into a unified stream that associates each Python-level operator
with the set of device activities it triggers. This provides both
the stable operator identifiers for instrumentation and concrete
context for attaching fingerprints and later debugging.

4.4 Guarded Execution: Fingerprinting at Boundaries

After preflight identifies the boundaries to observe, OpGuard
instruments only those sites during guarded full training exe-
cution. The instrumentation is done with framework operators
instead of a separate profiling runtime. At each boundary, the
original callsite is replaced with a small wrapper that launches
a pre-op fingerprint kernel, invokes the original operator, and
then launches a post-op fingerprint kernel. All other model
code is untouched. Since the wrappers are normal frame-
work operators, they preserve the original execution mode
(eager, torch.compile, CUDA Graphs). In Figure 4a, the
callsites for all_to_all_dispatch, fused_rmsnorm, grouped_-
gemm_experts, and moe_combine are replaced with wrappers.

Each wrapper emits a compact trace entry containing the
boundary identifier, tensor metadata (shape, dtype, device,
stream), rank id, and a local monotonic timestamp. The
fingerprint kernels read the input/output tensors and compute
a lightweight XOR hash; they add no tensor copies or control
logic. Appendix A.4 analyzes the fingerprint’s sensitivity to
tensor precision, value distributions, and corruption modes.

Correct placement is essential. Modern training stacks
routinely overlap computation and communication across
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multiple streams, and many operators execute asynchronously.
Fingerprints must run exactly where tensors become valid and
on the same execution stream as the operator they guard. Thus,
each wrapper launches its fingerprint kernels on the operator’s
own stream and attaches them to the same synchronization
points (completion handles, wait_stream sites). This place-
ment embeds fingerprinting into the existing stream graph
without introducing additional synchronization or reordering.

Figure 4a illustrates this placement rule on the MoE block.
The output probe for all_to_all_dispatch attaches after the
collective handle completes; probes around fused_rmsnorm

run on its stream; and the probe before grouped_gemm_experts

respects the wait edge from the collective stream. In each
case, the trace records the tensor at the device-time point
where the program consumes or produces it, together with
the callsite and local stream-order constraints. The runtime
appends these entries to one log in device-dependency order,
reusing existing handles and streams so logging adds no
cross-stream synchronization and does not alter scheduling.

4.5 Schedule-Tolerant Alignment

Even when two executions implement the same computation,
their fingerprint logs rarely line up position by position. Stream
overlap, fusion, graph rewrites, and backend-specific kernels
can introduce local reordering or extra events without changing
the boundary values. A positional diff would confuse such
schedule skew with real tensor drift.

The mapper looks for high-confidence, order-preserving
partial matching. A pair of events are only matched when
they share the same boundary identifier, tensor shape and
dtype, and rank. A positive score would be given if they have
relatively close device-time and operator index. Matching
events should preserve relative order: if event 𝑎 precedes event
𝑏 in one log, their counterparts should appear in the same
order in the other log. Gaps are allowed but penalized. They
represent inserted or fused work that remain unmatched.

The mapper’s alignment algorithm runs in three stages.
First, it constructs anchors from boundaries that are unique
in a local region, appear in both logs, and preserve relative
order. A boundary is used as an anchor only when its symbolic
operator name and tensor metadata are unambiguous among
nearby events. These anchors split the logs into small windows,
preventing repeated kernels or ambiguous metadata from
pulling the mapper into a globally inconsistent alignment.

Second, within each anchor window, OpGuard runs a
banded monotone dynamic programming algorithm (listed in
Appendix A.3). Production traces are mostly ordered: stream
overlap, fusion, and graph rewrites usually create short local
displacements rather than arbitrary permutations. The band
keeps the search near the diagonal, covering these local skews
while avoiding the cost and instability of unconstrained global
matching. If a true counterpart falls outside the window or is
ambiguous, OpGuard leaves it as a gap.

Third, OpGuard performs a conservative rescue pass for
missed matches that move slightly across anchor boundaries,
such as repeated reduction events emitted at different times.
The pass scans nearby unmatched events using device-time
windows and fingerprint metadata, and adds a pair only when
it is consistent with the established monotone alignment.

In Figure 4b, for example, one MoE run records all_-

to_all_dispatch, fused_rmsnorm, grouped_gemm, and moe_-

combine; the other reorders grouped_gemm around normaliza-
tion and fuses fused_rmsnorm with a cast. Anchors keep the
shared boundaries in order, local DP absorbs the short dis-
placement, and fused work simply remains unmatched.

4.6 Prefix Certification and Fault Localization
Given two aligned traces, what engineers want is not a long list
of discrepancies but a single, trustworthy pivot that separates
equivalent behavior from a real tensor divergence. In the run-
ning example (Figure 4c), the two runs agree through dispatch
and normalization, but the first mismatching aligned boundary
is moe_combine; this boundary becomes the debugging pivot.

OpGuard therefore computes a certified prefix: the longest
run of matched boundary pairs whose fingerprints agree on
both sides. It walks the aligned sequence of boundaries and,
at each one, checks whether both executions produced the
same tensor. For most boundaries, this is a comparison of the
attached fingerprints; suspected mismatches are confirmed
with a one-time byte-level tensor comparison. The longest run
of successful checks is the certified prefix.

This prefix yields a strong invariant: everything before that
point is bitwise identical; everything after is downstream and
allowed to differ for benign or faulty reasons. If both runs are
supposed to implement the same computation at the reported
boundary, a mismatch is strong evidence of a real fault. If
instead it reflects an intentional change in the computation
(e.g., a different masking convention), the certified prefix still
tells engineers exactly how far the two runs behave the same.

OpGuard reports the first divergent boundary together
with its context, including the Python operator, stream, tensor
metadata, rank, and timing information. Not all boundary dif-
ferences are important. Some boundaries legitimately disagree
on performance or configuration-dependent values, e.g., XPU
utilization [10], peak-memory metrics, profiling buffers, RNG
state [71], sliced views, padded regions, or scratch workspaces.
These differences are difficult to eliminate completely with
static rules, but easy for engineers to discard in the visualizer.
In one major pre-training framework, engineers found only
five such cases: three were padded output tensors allocated
inside an operator, where the extra elements were never con-
sumed, and two were RNG-state records whose differences
stayed in framework bookkeeping while neighboring model
tensors still matched. OpGuard shows the certified prefix as a
marker in the timeline, the matching operators around the first
divergence, the argument or output that differs, and the corre-
sponding callstack/source location. If the mismatch is isolated
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in the middle of otherwise matching neighboring operators, it
is usually a false positive rather than a propagated model-state
difference. Engineers can then discard the harmless tensor
and, when appropriate, add a small filter rule.

5 Implementation
We implement OpGuard with 25.6K lines of code (86.7%
Python, 11.3% C++, and 1.1% CUDA).
Identifying Instrumentation Sites in Source Code. Once
preflight (§4.3) determines which operators to observe, Op-
Guard must locate the corresponding source-level sites. This
step should tolerate the small, routine edits engineers make
during debugging (reordering expressions, inserting print logs,
extracting helpers) without new preflight run. OpGuard there-
fore uses a pattern-driven matcher rather than line-number
tracking. For each traced operation, it re-parses the surround-
ing source using both abstract syntax tree (AST) and concrete
syntax tree (CST). The AST captures the operator’s program
role (receiver, arguments, operation type), while the CST
preserves syntactic structure and keeps instrumentation trans-
parent: engineers may inspect the generated patches when
desired, but routine use requires no manual confirmation.

This approach reliably identifies tensor-producing sites
across diverse syntactic patterns, including fused expressions,
helper-function refactorings, triton kernel launches, and in-
place indexed writes. Because instrumentation is inserted
statically, OpGuard preserves the framework’s native dispatch
and scheduling behavior, avoiding the perturbations of runtime
monkeypatching. The code block in Figure 4a illustrates the
resulting code-level transformations. Appendix A.2 details
the matching rules and algorithms.
Runtime Trace Batching. During tracing, each rank accu-
mulates trace records in an in-memory buffer that batches
thousands of entries before flushing them to disk. This batching
amortizes queue synchronization, JSON conversion, and file
I/O costs. A background consumer thread on each rank then fi-
nalizes and writes each batch, offloading all heavyweight CPU
work (serialization, I/O, and tensor-to-bytes conversion) from
the critical GPU path. As a result, batching eliminates nearly
all GPU–CPU synchronization points and reduces tracing
overhead to negligible levels. Keeping dump_mode="summary"

transfers only XOR signatures, while full tensor dumps are
reserved for explicit debugging.
Distributed Trace Collection and Ordering. OpGuard
collects traces on each GPU rank independently and should
later assemble them into a consistent global order. Each
instrumented operator thus carries two ordering metadata:

(1) Intra-rank ordering. Operations within rank may execute
on multiple CUDA streams are completed out of submission
order. OpGuard uses the GPU %globaltimer values recorded
around each XOR kernel to derive a monotonic device-time
order that respects inter-stream dependencies.

Figure 5. Perfetto visualization for Bug 21.

(2) Inter-rank ordering. Device clocks are not synchronized
across ranks. OpGuard thus orders operators using their
Python-level launch timestamps. These reflect global program
order and are consistent across nodes; rank ID and per-rank
sequence numbers break ties deterministically.

This lightweight scheme yields a coherent global timeline
without clock synchronization or CUDA barriers. It assumes
that inter-node clock skew is negligible relative to operator
latencies, which in our workloads span 10−4–10−1 seconds.
Unlike Spanner [13], which uses bounded clock uncertainty
to enforce consistency, our goal is diagnosis. A skewed clock
can at worst misorder a few near-concurrent events and does
not obscure the divergence OpGuard is designed to identify.
Trace Visualization. OpGuard exports its aligned traces to
Perfetto [63], the timeline viewer used by torch.profiler, so
engineers can inspect divergences without learning a new UI.
Each GPU rank is shown as a separate lane with tracks for
Python operators, kernel launches, and callstacks. Because Op-
Guard reconstructs a logical timeline, all slices are rendered
with uniform width, focusing the view on ordering rather than
noisy kernel durations. Aligned operators are color-coded
and flow links connect corresponding slices across the two
executions. This makes the first divergent boundary immedi-
ately visible and allows engineers to examine its neighbor-
hood, jump to the source, and check whether later operations
re-converge. By embedding alignment metadata and tensor
signatures into Perfetto, OpGuard turns distributed tensor
drift into a familiar profile-style visualization (Figure 5).

6 Evaluation
Our evaluation answers: (1) how effectively does OpGuard
diagnose production failures in LLM training? (2) how ac-
curately does it localize the first divergent operator under
weakened configurations? (3) while designed for software
debugging, does OpGuard help with hardware-induced SDC?
(4) how robust is alignment when two executions differ in
trace shape? (5) what are the coverage and runtime overheads
of OpGuard across workloads and scales?
6.1 Deployment Status and Scale
OpGuard is deployed in ByteDance’s production training
environment and is actively used by more than 15 engineer-
ing teams across pre-training, post-training, vision–language
training, heterogeneous hardware, platform, and compiler
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groups. It is exercised on end-to-end model training jobs as
well as compiler and kernel pipelines that introduce new fused
operators and hardware-specific optimizations.
Debugging Workflow. When a run shows loss drift, nondeter-
minism, routing instability, or shape errors, engineers first try
lightweight triage such as toggling flags, switching kernels,
or bisecting the model. Cases unresolved by these approaches
are escalated to OpGuard: engineers pick a reference run or
configuration, replay both executions from a shared check-
point with instrumentation, and inspect the first divergent
operator in the visualizer. In this workflow, OpGuard is the
second-line and often final localization tool for difficult cases.
Rollout Timeline. OpGuard was piloted within pre-training
groups from Aug.–Oct. 2025, during which it was validated on
real production failures and integrated with job orchestration
tools. It was rolled out the broader infrastructure organizations
in Nov. 2025. Adoption has since expanded across training,
compiler, runtime, and platform teams. OpGuard is now
routinely invoked in production debugging.
Scale and Deployment Modes. OpGuard has been applied on
production jobs of up to 512 XPUs, covering diverse training
pipelines. It exposes three deployment modes. In trusted mode,
OpGuard skips a small allowlist of high-confidence primi-
tives and instruments the remaining operators. In full mode,
OpGuard instruments every operator boundary. Engineers
use trusted mode by default for reactive two-run debugging
and switch to full mode when they need complete coverage.
The same debugging workflow can run either as a smaller-
scale replay using fewer machines than the original job or as
a targeted rerun from a shared checkpoint. The third mode,
online SDC detection (§6.4), runs continuously alongside long-
running production jobs and checks only the communication
boundaries needed to identify suspect machines.

6.2 Production Failure Diagnosis

Following deployment, OpGuard has been applied on 20
production failures escalated by engineers. We evaluate
all cases, without filtering by reproducibility, complexity,
or expected outcome. Across all cases, OpGuard quickly
localized the culprit operators, reducing triage time from
multi-day investigations to minutes. Engineers shared positive
feedback after using OpGuard during incident response, e.g.,
“We had been chasing the wrong subsystem for almost a
week. OpGuard showed the exact kernel in under fifteen
minutes.”

“Without OpGuard, we would never have noticed that the
drift originated in a single-row race. The loss precision is
too low and gives us no clue where to start.”
Table 2 summarizes a representative subset of 11 failures

with reliable engineering logs. “Manual triage” measures the
time from when a ticket was opened to when engineers identi-
fied the root cause and proposed a fix. The fixes themselves

are small (typically < 10 LOC), so this interval is dominated
by diagnosis. The OpGuard times are coarse-grained esti-
mates provided by engineers: the time to open OpGuard’s
UI, inspect the surfaced first-difference operator, and confirm
its correspondence to the actual faulty region. The remaining
cases are similar but lack precise timestamps. Table 3 lists the
full set and the first diff OpGuard identifies.
Case Study: (Bug 1). The motivating example (Figure 1)
illustrates the challenges of manual diagnosis. The underlying
bug is a small race condition in a fused embedding-backward
kernel that only corrupts a few floats, which were quickly
diluted by gradient aggregation. We observe that the diagnosis
was misled due to the lack of spatial and temporal localization.
Logs offered little clue about which kernel, device, or commu-
nication path was at fault. When symptoms (gradient-norm
spike) appeared, they surfaced in different training steps and
downstream layers across reruns. Engineers focused debug-
ging efforts on the forward step where the symptom showed
up, while the race occurred in the previous backward step.

OpGuard pinpoints the earliest divergent operator. Across
all evaluated failures, this operator lied inside the faulty kernel
or its first consumer, which is precise enough for engineers to
finish localization with a few quick checks such as selective
gradient overrides or microbenchmarks.

In this case, when the same bug reappeared in a later
run around Step 1535 instead of Step 3081, engineers did
not need to identify that step manually. OpGuard surfaced
the earliest boundary divergence, independent of where the
symptom manifested. An early version of OpGuard did not
wrap autograd-launched fused kernels, so it reported the
next forward read of the corrupted embedding weights. Even
this one-hop signal was decisive: adding a one-line gradient
hook restored determinism, confirming embedding_backward

as the origin. Pinpointing the fused kernel required only
one additional targeted test. In current deployments, where
OpGuard wraps backward kernels, it would directly report the
embedding_backward kernel. This PyTorch kernel introduced
the bug seven years ago and is in active use [74].
Case Study: (Bug 12). This case illustrates a different chal-
lenge: the first-difference boundary is precise, but the causal
mechanism is non-obvious. OpGuard isolated the earliest
divergence to a single torch.scatter_ inside the expert-group
repacking logic, where a one-bit SDC misrouted a token to
the wrong expert group. Yet the externally visible symptom
(a row-level shape mismatch in the backward pass) appeared
unrelated to a forward-pass dispatch error, making it difficult
for engineers to mentally connect the two.

What made the case tractable is that OpGuard wraps more
than the first diff. After OpGuard reported the divergent
scatter, engineers simply walked the trace downstream and
found a shape mismatch in the expert-aggregation op roughly
30 operators later. This hop-by-hop propagation made the
causal chain explicit and ruled out alternative hypotheses such
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Case Symptom Root Cause Manual OpGuard

Bug 1 Loss diverges after ∼3080; clean grad-norm Racy torch.embedding backward kernel 5 days 15 min
Bug 4 Stream race in FP32 RMSNorm CUDA stream race 5 days 5 min
Bug 9 Undeterministic backward kernel Deterministic flag unset 3 days 5 min
Bug 10 Reduce-scatter mismatch by different nccl topology Topology-dependent FP associativity 3 days 10 min
Bug 12 Shape mismatch on XPU pool A Boolean scatter SDC 14 days 30 min
Bug 14 Routing drift in MoE Histogram bin mismatch 4 hours 5 min
Bug 16 Fused embedding backward drift Kernel race condition 8 days 5 min
Bug 17 Loss mismatch under activation offload CUDA stream misuse 2 days 20 min
Bug 18 Backward attention drift Triton kernel missing barrier 4 days 10 min
Bug 19 Incorrect QKV projections Implicit contiguity assumption 5 days 5 min
Bug 20 Divergence after resume Optimizer step var overwrite 3 days 5 min

Table 2. Subset of evaluated production bugs (full set in Table 3). OpGuard numbers are estimated debugging time provided by engineers.

as scheduling races or misconfigured parallelism. Most of the
30 min debugging time was therefore spent stress-testing the
operator to confirm SDC and validating the propagation path.
False Positives. Across all 20 failures, OpGuard surfaced
no false positives after initial adaptation. When first applied
to a new model or backend, engineers typically encounter
2–10 benign differences arising from predictable patterns:
unused padded regions [2], pinned-memory copy_ operations
that cannot be wrapped as normal kernels [72] (e.g., host-to-
device copies from dataloader buffers), internal helper buffers,
GPU-side performance counters, or scratch workspaces with
undefined contents. None affects model outputs.

Distinguishing these from real corruptions is quick: en-
gineers confirm an FP in 2–3 minutes using OpGuard’s
visualizer. Each FP corresponds to a one-line filter rule; once
added, the pattern never reappears for future runs on the same
workflow. Because these rules accumulate over time, the FP
rate quickly converges to zero.
Research Baselines. Besides the debugging tools engineers
used in manual debugging, we evaluate four research solutions:
DeepLocalize [89], DeepDiagnosis [88], DeepFD [9], and
TTrace [34]. The first three systems are state-of-the-art for
single-device architectural or hyperparameter bugs [32, 48],
but they detect only 2 of 20 cases (Bug 3 and Bug 15).
These are the only incidents whose root causes manifest as
deterministic, single-layer faults in a standard computational
graph (the failure model these tools are designed for).

TTrace is the closest prior system performing differential
numerical comparison. It targets distributed training but relies
on (1) a trusted single-device reference, (2) threshold-based
numerical comparison, and (3) deterministic operator replays.
Only 4 of our 20 cases have a native single-GPU path; for
the others, we supply a multi-device reference via our de-
terministic replay to give TTrace the most faithful possible
environment.

Under this adapted setup, TTrace successfully flags 11 cases.
Its blame windows, however, remain coarse (on average 6.91
modules and 45.64 kernels), and it fails on all cases involving
extremely small corruptions, nondeterministic kernels, or

intermittent multi-stream races. These limitations stem from
TTrace’s perturbation-based calibration: numerical deviations
smaller than the learned perturbation envelope are treated
as benign, causing small drifts from bugs to be missed or
attributed far downstream. In cases such as Bug 9 and Bug 16,
only a few floating-point entries in a gradient shard were
corrupted before being attenuated by reductions-well below
TTrace’s detection threshold. Moreover, TTrace’s heavy tensor-
dump instrumentation perturbs execution enough that some
bug races become harder to reproduce.

6.3 Open-source Bug Diagnosis
We further evaluate OpGuard on 10 real open-source is-
sues drawn from Megatron-LM, DeepSpeed, GPT-Neox,
and HuggingFace Transformers. [4, 21, 79, 90] These cases
span kernel nondeterminism, stream-ordering races, MoE
dispatcher inconsistencies, and cache-management faults, etc.
For each issue, we build the comparison from the smallest
reproducer available in the public report: the reference is either
a self-replay, a known-good configuration, a single-GPU/TP-
simulator run, a stable library version, or an equivalent API
or framework path. Both executions use the same inputs,
seeds, and checkpoint when applicable, and OpGuard estab-
lishes alignment by retaining only model-level boundaries
observed in both traces. OpGuard successfully produces a
precise first-difference operator for 8 of 10 cases, including
four long-standing unresolved issues where prior discussions
had converged on incorrect or incomplete explanations. The
surfaced operators, as summarized in Table 4, directly identify
the corrupted tensor or boundary and map cleanly to the under-
lying faulty kernel, cache rule, or collective implementation.
The remaining cases, where OpGuard does not yet apply
cleanly, are discussed in §7.

6.4 Silent Data Corruption (SDC) Detection
OpGuard initially targets software-level correctness faults.
Once deployed at scale, we observed a useful side effect: the
same tensor-consistency checks that localize software bugs
also surface silent data corruptions in hardware. When a single
device begins producing inconsistent tensors, OpGuard flags
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that divergence just like any other bug, and the first-difference
report naturally attributes the fault to a specific computation
or communication operator on that device. This operator-
level attribution is valuable for subsequent vendor diagnostics,
which typically only report that a card is “unhealthy” without
identifying which workload or kernel exposes the fault.

We evaluate this emergent capability of OpGuard in its
online and offline SDC-detection modes. In online mode,
it runs alongside long-running production jobs and isolates
suspect machines as soon as inconsistencies are observed.
In offline mode, it replays training traces and pinpoints the
exact operation where divergence first occurs. Throughout
our evaluation, we compare OpGuard against the existing
production baseline of vendor-provided device health checks
(e.g., NVIDIA’s EUD [53], AMD’s ROCm Validation Suite
(RVS) [1], and analogous pre-flight diagnostics on other
accelerators). These checks are executed before a training job
is officially launched, and a machine is removed from service
only if one of these diagnostics reports an error. Machines
that pass these vendor diagnostics are considered healthy and
are eligible to run large-scale training workloads.

To date, OpGuard has detected 21 distinct SDC machines
that all successfully passed these pre-flight health checks.
In other words, these 21 machines were invisible to the
baseline but were flagged by OpGuard during actual training.
Each detection was subsequently validated through targeted
stress testing and on-device EDC (error detection/correction)
verification [100], and the confirmed faulty hardware was
reported to engineers for further diagnosis and remediation.

6.5 Ablation Study
We evaluate how OpGuard components affect localization.
For each production case, we compare the full configuration’s
localization index 𝑖full with an ablated variant 𝑖abl, reporting
Δops = 𝑖abl−𝑖full. Thus Δops = 0 means identical localization,
while positive or negative values indicate later or earlier
detections. Operators are globally ordered using machine and
GPU timestamps.

We study five settings: (1) reducing instrumentation to
40 manual probes; (2–3) removing determinism controls
and applying numerical tolerances of 10−5 and 10−3; (4)
replacing the XOR signature with a scalar sum; and (5) using a
synchronous tracer that inserts global device synchronizations.

Figure 6 summarizes the results. Each column shows the
twenty bugs under a different ablation, with markers indicating
Δops clipped to [−20, 20]. The value above each column
reports how many bugs remain perfectly localized (Δops = 0).

We make three findings. First, reducing instrumentation
severely degrades localization: only 2/20 bugs remain pin-
pointed, and many detections drift by tens of operators. Sec-
ond, removing determinism controls substantially increases
drift, especially at tolerance 10−3, which yields only 7/20
exact localizations and several large outliers. Third, sum-
based checking appears to work on easier cases but misses
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subtle one-token or one-bit corruptions, leading to delayed
detections; only 14/20 bugs remain precisely localized. The
synchronous tracer preserves 16/20 cases but causes four bugs
to become unreproducible due to perturbing concurrency.

6.6 Alignment Robustness to Trace Divergence
The mapper (§4.5) targets aligning executions that are compa-
rable but typically do not produce identical traces due to fused
kernels, helper operations, or local schedules. We evaluate
whether the mapper can tolerate these differences and still
identify the expected first-difference operator.

We sample nine paired traces: three production replays
and six open-source replays. The sample covers self-replay,
configuration tweaks, library-version changes, and cross-stack
comparisons. For each pair, we evaluate alignment only over
the comparable prefix preceding the expected first difference.
This excludes subsequent divergence caused by the bug itself.

We measure alignment difficulty in three ways: (1) trace-
length ratio captures the difference in event counts between
the two comparable prefixes; (2) unmatched-event fraction
measures the fraction of boundary events that the mapper
classifies as insertions or deletions; (3) mapper pressure,
measured as maximum DP window, the largest region that the
mapper must align after partitioning the traces with anchors. A
large window indicates that anchors are sparse or ambiguous,
forcing the mapper to solve a harder local alignment problem.

Figure 7 relates the unmatched-event fraction to the max-
imum DP window. Marker shape distinguishes production
and open-source traces, color denotes the source of trace
divergence, and marker size denotes matched-prefix length.

The mapper reaches the expected first-difference operator in
all nine trace pairs. Figure 7 shows that real trace divergence
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is present but remains alignable. The median trace-length ratio
is 1.005×, and the largest is 1.048×. The median unmatched-
event fraction is 0; seven of nine cases are below 2.4%. Bug 14
has the largest fraction, 7.43%, but the mapper still identifies
the expected first difference.

Anchor construction keeps the alignment problem local.
The median anchor density is 15.1% (minimum 9.5%), and the
median maximum DP window is 96 events. Two open-source
pairs require larger windows (390 and 484 events), but these
remain small relative to traces containing thousands of events.

The traces show two trends. First, production traces re-
quire smaller DP windows than open-source traces (54–103
events versus wider outliers). This matches our experience:
their custom kernels and fused model-level operators often
serve as distinctive anchors, whereas open-source framework
traces contain longer sequences of generic operations such as
view, copy_, linear, and helper bookkeeping calls. Second,
unmatched events tend to increase as the two executions’ im-
plementations differ more: self-replay has little, configuration
and library changes add localized gaps, and the cross-stack
case has the largest unmatched fraction.

6.7 Aligned Coverage
A runtime tracer is only useful if it sees the kernels where
failures occur. If a CUDA kernel is missing from the trace,
any bug inside that kernel may be incorrectly attributed to its
neighbors, sending engineers to debug the wrong part of the
program. We therefore evaluate aligned kernel coverage: the
fraction of profiler-recorded CUDA kernels that OpGuard
associates with a model-level operator.

To measure this, we run each workload with OpGuard
under torch.profiler, which provides the full set of kernels
launched during the step; OpGuard’s trace contains kernel
slices grouped by high-level ops. Coverage is the fraction
of baseline kernels that appear inside a OpGuard operator
boundary. We evaluate eight training pipelines spanning LLM
pretraining (with and without torch.compile [5]), VLM pre-
training [75], RL actor/critic/rollout training [36], and two
open-source systems (Megatron [79] and VERL [78]). These
capture both eager and graph-based execution modes.

Across all workloads (Figure 8), OpGuard achieves at least
95% aligned kernel coverage, with many workloads reaching
98%–100%. The remaining small gaps mainly occur when
a single Python source line launches multiple CUDA ops;
OpGuard attaches one probe per line, so only the first launch
is tagged. These launches occur contiguously in practice and
do not affect localization: the divergence boundary still lands
on the correct kernel or its immediate consumer.

6.8 Practicality and Overhead
Figure 9 reports the runtime overhead of OpGuard across pre-
training and RL workloads from 8 to 512 XPUs. Online SDC
detection adds effectively no cost (≈ 1.00×–1.01×); trusted
mode incurs ≈ 1.25×–1.45× overhead; and full mode costs
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Figure 8. Aligned kernel coverage of OpGuard across workloads.
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Figure 9. Runtime overhead under different deployment modes.

≈ 1.8×–1.95×. RL workloads show slightly higher slowdowns
because they contain more inference- and control-heavy paths
where checker kernels amortize less, but overhead is essentially
flat with scale. Figure 9(b) further shows that even OpGuard’s
full mode is far cheaper than conventional debugging: a global-
sync tracer slows training by ≈ 3.75×, and full tensor dumping
would impose an infeasible ∼ 3000× cost.

The overhead gap follows from the amount of instrumenta-
tion each mode enables. Online SDC detection checks sparse
communication boundaries, so its added XOR kernels are tiny
compared with the data already in flight. Trusted mode avoids
many checker launches on high-confidence primitives such as
GEMMs and basic elementwise ops, which would otherwise
dominate runtime; this balance makes it our standard config-
uration for production debugging. Full mode pays more for
exhaustive operator coverage and is mainly used for stubborn
or deeply latent bugs.

7 Discussions
Engineers consistently emphasized that precise, operator-
level evidence is what accelerates debugging. Ambiguous
signals rarely justify deep investigation. OpGuard’s concrete
divergence boundary provides such evidence. While fully
automated debugging is ideal, engineers also noted that the
first-diff localization is typically sufficient: once OpGuard
surfaces the earliest corrupted tensor or kernel, they can reason
about the root cause using their own domain expertise.

OpGuard relies on the two executions sharing a compa-
rable model prefix: they must reach the same model-level
boundaries with the same logical inputs, RNG choices, numer-
ical policies, and distributed reduction rules. If a bug occurs
before this prefix, or a version change intentionally changes
one of these contracts, OpGuard can only report the earliest

13



downstream operator both executions reach in a comparable
way. In Bug 29, for example, an early preprocessing regression
changed model inputs, so the first alignable model operator
was already affected. Such cases arise mainly from imple-
mentation differences in high-level preprocessing rather than
faults in the model or runtime layers OpGuard targets.

Downscaled replay also changes the execution environment.
Reducing a job from thousands of machines to hundreds
may remove the faulty device that exposed an SDC, and
smaller runs often create different memory pressure, allocator
behavior, and scheduling. We observed this in one SDC
incident: the failure appeared in a 1024-machine production
run but did not reproduce in a 512-machine replay because the
replay excluded the faulty machine. Thus, downscaled replay
is best viewed as a debugging accelerator when the bug still
reproduces, not a proof that a bug is absent. If the replay no
longer reaches a comparable divergent execution, OpGuard
cannot localize or explain that particular fault.

8 Related Work
Bug Detection and Monitoring for ML Training. Empirical
studies have shown the prevalence of bugs and reliability
issues in ML training [26, 31, 37, 93, 94, 97], which motivate
work to detect bugs. Differential-testing tools [41, 62, 64, 92]
expose inconsistencies in models, libraries, and compilers.
Specialized analyzers such as PyTea [33], RANUM [37],
and CUDASanitizer [54] aim to catch shape, numerical, or
concurrency defects. TrainCheck [35] learns invariants to
monitor training and detect silent errors at runtime. These
solutions focus on detection and not diagnosis.
Fault Localization in ML Programs. Other work aims to
diagnose faults by identifying specific model components or
code regions responsible for erroneous behavior. DeepLo-
calize [89] correlates runtime metrics with suspicious layers.
DeepDiagnosis [88] infers fault types and localizes them to
model components or configuration issues. DeepFD [9] learns
classifiers over rich runtime features to predict fault types
and link them to faulty source statements. UMLAUT [76],
Theia [45], and NeuraLint [49] combine structural analyses
with behavioral signals to detect architectural defects or hyper-
parameter issues, while neuron/operator ranking methods [25]
inspect trained models for internal inconsistencies. These
approaches operate primarily at the framework or Python-
operator level and assume single-node training environments.
Equivalence Checking. TrainVerify [43] uses symbolic rea-
soning to verify a parallel execution plan is mathematically
equivalent to its single-device logical definition. It targets
statically eliminating parallelization related bugs, and does
not concern implementation or runtime behavior. TTrace [34]
records full intermediate tensors and compares them numeri-
cally against a trusted single-device reference implementation.
Such recording incurs high overhead and the tolerances its
comparisons rely on are brittle. OpGuard targets debugging

large-scale LLM training. It uses two production executions
rather than requiring a single-device reference, which is often
unavailable for large models. OpGuard introduces bitwise
alignment and controls nondeterminism, while designing tech-
niques to make the alignment robust across production-grade
optimizations such as fusion, asynchrony, and graph capture.
Comparative Debugging. OpGuard builds on a long tra-
dition of comparative debugging. Delta debugging [95] and
related techniques isolate the root cause to a failure-inducing
input or change, a cause-effect chain [96], a statistically suspi-
cious predicate [38], or instruction sequence [99]. OpGuard
shares the same high-level principle. Its contribution is to make
this strategy precise for LLM training, where executions are
expensive, tensor states are enormous, benign nondeterminism
is pervasive, and implementation traces differ significantly. It
introduces bitwise alignment with stable model-level bound-
aries, exact tensor equality, and certified-prefix localization.
Deterministic Replay. Deterministic multithreading [6, 7, 14–
16, 42, 46, 47] and replay [3, 23, 30, 58, 61, 85] make conven-
tional software executions reproducible by controlling thread
schedules, synchronization, system-call results, and external
inputs. These systems inspired OpGuard’s use of controlled
nondeterminism, but their goals differ. They seek to constrain
whole executions by imposing strict scheduling discipline. In
production LLM training, full-stack deterministic scheduling
is rarely practical: it can impose high overhead and is fragile
across heterogeneous hardware, libraries, drivers, compilers,
etc. OpGuard instead controls only the sources of variation
that would make bitwise alignment ill-posed while leaving
residual schedule-sensitive behavior visible as a bug signal.

9 Conclusion
Debugging correctness issues in LLM training is notoriously
difficult. We propose bitwise alignment as a precise cor-
rectness oracle and debugging primitive for addressing this
challenge. We realize the ideas in OpGuard, which controls
avoidable non-determinism, discovers semantic-stable bound-
aries, fingerprints them, and uses schedule-tolerant alignment
with prefix certification to surface the divergence. OpGuard
has been deployed across production pre-training and post-
training pipelines, and helped engineers debug various difficult
failures, reducing debugging time from days to minutes.
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A Implementation Details
A.1 Preflight Operator Capturing
This appendix describes the mechanisms used by OpGuard
to capture both semantic operator intent and concrete device
execution.

Python-Level Monkeypatching. At the semantic layer, Op-
Guard instruments high-level tensor operations by wrapping
relevant Python callsites through dynamic monkeypatching.
This unified mechanism subsumes multiple pathways, in-
cluding __torch_dispatch__ and Triton’s JITFunction.run,
ensuring that all user-visible tensor operators—including
custom Triton kernels—are intercepted before reaching the
runtime.

Each intercepted call records the operator name, tensor
metadata, argument summaries, and the Python callstack.
This provides lightweight, framework-agnostic attribution to
user code while introducing negligible overhead.

CUPTI: Comprehensive Device-Level Visibility. CUPTI
(CUDA Profiling Tools Interface) supplies a stream of GPU
activity records, including kernel launches, memory transfers,
and synchronization events. These callbacks reveal exactly
which kernels execute on the device, independent of Python
semantics, fusion decisions, or scheduling.

However, CUPTI callbacks run asynchronously inside
CUDA driver threads, which makes Python callstack col-
lection unreliable—the interpreter may have already advanced
beyond the callsite that triggered the kernel. Moreover, CUPTI
callbacks can occasionally interact poorly with internal driver
threads, creating rare reentrancy or deadlock hazards.

Despite these limitations, CUPTI is the default backend in
OpGuard because it provides nearly exhaustive device-level
visibility with minimal runtime interference.

CUDA API Interception: Safe Fallback Path. When CUPTI
is unsafe or unavailable, OpGuard falls back to intercepting
CUDA runtime and driver APIs such as cudaLaunchKernel,
cuLaunchKernel, and cublasLtMatmul. This mechanism cap-
tures every kernel launch along with its stream and device
association, and is highly robust even in applications that cre-
ate custom CUDA contexts or employ heavy multithreading.

The tradeoff is wrapper completeness: new kernels intro-
duced by vendor or third-party libraries must be added to the
wrapper registry to maintain coverage.

Portability. For NPUs and other emerging XPU architec-
tures, we are implementing analogous backends that expose

kernel-launch activity streams comparable to the CUDA mech-
anisms above. All backends conform to the same operator–
execution attribution model, keeping the upper layers of Op-
Guard hardware-agnostic.

A.2 Instrumentation Recognition
Extraction of Instrumentation Entries. For each operator

recorded during preflight tracing, OpGuard re-parses the
corresponding source file using both the abstract syntax tree
(AST) and the concrete syntax tree (CST). The recognizer
identifies the smallest AST node representing the operator
and emits an InstrumentationEntry containing:
• operator form (call, assignment, augmented assignment,

subscript write);
• symbol and attribute names;
• structural tags (receiver, argument shapes, keyword struc-

ture);
• metadata propagated from runtime traces (kernel symbols,

stream IDs).
Entries represent all potential instrumentation sites surfaced

during preflight, including user-defined operators, Triton ker-
nels, and implicit tensor writes.

Signature-Based Matching. To locate instrumentation sites
robustly across minor code edits, OpGuard performs tag-
based signature matching. Rather than relying on fixed line
numbers or function names, the recognizer compares ex-
tracted syntax tags against a library of operator templates
using weighted-overlap scores. Tags include operator category,
argument structure, receiver patterns, and indicator variables
associated with device-kernel launches. The highest-scoring
template determines which operator is being instrumented.

This matching model tolerates refactorings such as helper-
function extraction, expression rewrites, and reordering of
arguments, while still identifying the semantically correct
operator.

Specialized Structural Patterns. Some operator forms re-
quire dedicated handling. Here are the two main cases:
• Triton kernels: The recognizer identifies Triton-style launches

of the form kernel[grid](...) using structural cues such
as grid blocks, pointer-style arguments, Triton-specific
meta-arguments, and runtime correlation with kernel sym-
bols.
• Indexed writes: Assignments such as x[i] = v are treated

as in-place updates (e.g., index_put). The recognizer rewrites
these sites into small shims that route through controlled
OpGuard instrumentation while preserving evaluation
semantics.

A.3 Window Alignment Algorithm
Algorithm 1 gives the dynamic program used inside each
anchor-bounded alignment window. Anchor construction and
the rescue pass are described in Section 4.5; the algorithm
below focuses on the local monotone matching step.
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Algorithm 1: AlignWindowDP(𝐹1 [𝑖0..𝑖1], 𝐹2 [ 𝑗0.. 𝑗1])
Input: Two sequences of boundary events 𝐹1 [𝑖0 ..𝑖1] and

𝐹2 [ 𝑗0 .. 𝑗1].
Output: Matches, a monotone, non-crossing set of pairs.
Initialize DP table 𝐷 [𝑢, 𝑣] for 𝑢 ∈ [𝑖0 ..𝑖1], 𝑣 ∈ [ 𝑗0 .. 𝑗1].
Constrain the band: only fill entries with
| (𝑢 − 𝑖0) − (𝑣 − 𝑗0) | ≤ 𝑏.

for 𝑢 ← 𝑖0 to 𝑖1 do
for 𝑣 ← 𝑗0 to 𝑗1 do

if | (𝑢 − 𝑖0) − (𝑣 − 𝑗0) | > 𝑏 then
continue

// Skip, match, or gap

𝑠match ← 𝐷 [𝑢−1, 𝑣−1] + score(𝐹1 [𝑢], 𝐹2 [𝑣])
𝑠gap1 ← 𝐷 [𝑢−1, 𝑣] + gap
𝑠gap2 ← 𝐷 [𝑢, 𝑣−1] + gap
𝐷 [𝑢, 𝑣] ← max{𝑠match, 𝑠gap1, 𝑠gap2}

Backtrack from (𝑖1, 𝑗1) to (𝑖0, 𝑗0), collecting pairs (𝑢, 𝑣)
where the transition chose score(𝐹1 [𝑢], 𝐹2 [𝑣]).

return Matches
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Figure 10. Sensitivity of the XOR fingerprint under row-level cor-
ruptions in bfloat16 and float16.

A.4 XOR Fingerprints
To determine whether two tensors are bitwise identical, Op-
Guard employs a constant-size XOR fingerprint: a determin-
istic reduction over the raw byte stream of the tensor. Given a
contiguous byte array {𝑏1, . . . , 𝑏𝑁 }, the fingerprint is

XOR(𝑏1, . . . , 𝑏𝑁 ) = 𝑏1 ⊕ 𝑏2 ⊕ · · · ⊕ 𝑏𝑁 .
Kernel implementation. At each instrumented Python or

CUDA op, OpGuard launches a custom CUDA reduction
on the same stream as the operator. The kernel processes the
tensor in coalesced 4-byte lanes, reducing to a 32-bit signature
in a single pass. If the total byte count is not a multiple of four,
the remaining 1–3 bytes are padded with zeros to form the
final word, ensuring identical semantics to the CUDA kernel.

XOR is order-insensitive, precision-agnostic, and flips on any
bit change. Runtime is on par with native torch.sum/mean
and typically below torch.std, imposing negligible overhead.
The CPU fallback follows the same rule by packing the byte
stream into 4-byte words (zero-padding any leftover bytes)
and XOR-reducing them.

Sensitivity. Across all tested tensor precisions (FP32, BF16,
FP16), value distributions (normal, uniform, positive-normal,
exponential), and corruption modes (full-row overwrite, par-
tial overwrite, small-noise injection, circular shifts), finger-
prints diverge after only 1–2 corrupted rows (Figure 10). A
single-bit flip always flips the fingerprint. In contrast, numeric
summaries (e.g., sum, mean, variance) frequently require tens
to hundreds of corrupted rows to manifest detectable changes,
particularly under low-precision formats where numeric can-
cellation is common.

Known blind spots. XOR is intentionally a lightweight
fingerprint rather than a cryptographic hash, and it inherits
XOR’s algebraic blind spots. In particular, it is insensitive
to byte order: a pure permutation of tensor contents, such as
swapping two rows, preserves the fingerprint. More generally,
structured changes can cancel when the byte-level differences
XOR to zero, for example two identical corruptions intro-
duced an even number of times. We consider this acceptable
for OpGuard’s operating point for three reasons. First, the
production failures we target are silent value corruptions,
stale reads, missed writes, precision/path regressions, and
communication inconsistencies, all of which typically intro-
duce non-canceling byte changes at the first faulty boundary.
Second, OpGuard records shape, dtype, device, rank, stream,
and boundary identity alongside the fingerprint, so XOR is
not used to validate semantic reordering or layout changes
in isolation. Third, the constant-size XOR kernel is cheap
enough to run continuously at many boundaries; replacing it
with a stronger order-sensitive hash would reduce coverage or
increase perturbation. When a bug hypothesis is specifically
permutation-sensitive, OpGuard can rerun that small region
with full tensor dumps or a stronger checker, but this has not
been needed for the cases in our study.

Collision probability. As a linear map {0, 1}8𝑁 → {0, 1}32,
XOR admits collisions in principle, but only when the two
tensors differ by a byte vector whose XOR reduces exactly
to zero. For random corruptions, the probability is 2−32 (2−64
for a 64-bit variant), negligible relative to typical sources of
training noise. No collision was observed in millions of trials.

False positives and negatives. False positives cannot occur
because the fingerprint is deterministic and purely byte-based.
False negatives require two distinct tensors to reduce to the
same XOR value, which for random corruptions occurs with
the same 2−32 probability noted above. A more subtle struc-
tural false negative may arise only when a tensor contains a
permutation or deliberate, perfectly duplicated byte sequences
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that appear an even number of times, allowing their contribu-
tions to cancel. We observed the latter once while diagnosing
Bug 29, where the model carried two identical embedding
tables for interface uniformity. Such duplication does not arise
in optimized production or open-source training pipelines.

Precision-independence and practicality. Because the fin-
gerprint operates directly on raw bytes, its sensitivity is in-
variant to the tensor’s numeric precision and underlying
distribution. The overhead consists of two small reduction
kernels per operator boundary (≈ 0.8×–≈ 1.1× the cost of
torch.sum), making the method suitable for continuous use
over multi-day runs.

A.5 Practical Determinism Controls
The main paper summarizes the control surfaces that make bit-
wise alignment well-defined. This section records the concrete
knobs we use in practice. These controls are lightweight and
do not alter model semantics or disable core optimizations.

Controlled randomness and initialization. We set consis-
tent seeds for CPU and CUDA RNGs [71], dropout streams,
and dataloader workers [67], and use deterministic distributed
initialization so that all ranks construct identical parameters
and mini-batch sequences [66].

Deterministic kernel and library behavior. Reproducible
kernel selection is achieved with torch.use_deterministic_-

algorithms, deterministic cuDNN modes, disabled autotuning,
and TF32 disabled (torch.backends.cuda.matmul.allow_tf32
= False) [70]. For cuBLAS, setting a fixed workspace con-
figuration (e.g., CUBLAS_WORKSPACE_CONFIG=:16:8) prevents
stream-dependent workspace choices and keeps accumulation
order stable. cuBLAS reproducibility also assumes the same
toolkit version, GPU architecture, and SM count across runs;
multi-stream use requires either a user-provided workspace or
CUBLAS_WORKSPACE_CONFIG [51].

Deterministic attention and MoE operations. Certain
fused attention and MoE kernels vary in reduction order
or token grouping. We select deterministic variants using
internal control flags that enforce stable indexing and stable
accumulation patterns, preventing kernels that compute the
same math but use unstable internal scheduling or reduction
orders from causing bitwise drift.

Deterministic collectives. Floating-point collectives must
follow the same reduction tree. We therefore pin the collective
algorithm, protocol, and topology so that partial sums are
accumulated in an identical order across runs. [56] Residual
divergence under fixed topology indicates a true correctness
fault or silent data corruption (SDC) (Bug 10 and Bug 12).

Checkpoint-resume determinism. To resume bitwise-identically,
all parallel ranks restore their RNG states, optimizer state,
dataloader position, and scheduler counters. With complete
restoration, a resumed run continues bitwise from saved prefix.

Bitwise Comparability Across Parallelism. We also achieve
bitwise comparability across different parallelism degrees,
including internal and open-source Megatron-style tensor
parallelism (TP). Because standard TP changes arithmetic
order via tensor sharding and parallel reductions, we introduce
a TP-simulator mode:
• The logical TP size remains > 1, but each rank executes

the full, unsharded computation: embeddings, attention
projections, activations, and logits are replicated locally.
• Standard TP modules (vocab-parallel embedding, column-

/row-parallel linear layers, dot-product attention, and paral-
lel cross-entropy) are replaced with virtual TP layers that
avoid scattering, reconstruct full inputs on each rank, and
use collectives only as numerical no-ops.
• Parameter shapes, padded vocabulary sizes, and RNG

streams are overridden to match the TP= 1 configuration.
• Optimizer-side reductions (e.g., gradient-norm all-reduce

and distributed parameter synchronization) are routed through
degenerate single-rank paths.
Under this mode, all ranks observe identical inputs, param-

eters, gradients, and updates, yielding training trajectories
that are bitwise identical between TP= 1 and virtual TP. This
enables OpGuard to compare executions across different
parallelism settings without conflating arithmetic reordering
with faults (Bug 23).

B Diagnosed Cases
B.1 Production Cases
Detailed diagnoses for the 20 production failures are sum-
marized in Table 3, highlighting symptoms, root causes, and
the precise operator boundary where OpGuard first detects
divergence.

B.2 Open-source Cases
Detailed diagnoses for the 10 open-source issues are summa-
rized in Table 4, showing how OpGuard isolates the earliest
semantic boundary that diverges across implementations.
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ID Category Symptom Root cause First diff Reference run Scale
Step at
1st diff

Bug 1 Kernel race Loss jump after ∼3080;
clean grad-norm

Racy fused embedding-bwd
kernel

Embedding-bwd
grad

Self Full 3080

Bug 2 Kernel nondet NaNs; fwd/recompute
mismatch

Nondet varlen Flash-Attn ker-
nel

Attn
fwd/recompute

Self Full 1

Bug 3 Recompute bug Mismatch on long se-
quences

Missing transpose in recom-
pute path

Post-recompute
act.

Config tweak
(recompute=False)

Down 1

Bug 4 Stream order-
ing

Run-to-run expert drift Input format conversion races
default stream

Expert input Self Full 35

Bug 5 RoPE impl mis-
match

Early attention drift Mixed PyTorch/CUDA RoPE
impls

RoPE output Config tweak
(rope_backend=pytorch)

Down 1

Bug 6 Dtype drift Small reproducible loss
drift

Different bf16 cast points in
MTP norm

MTP norm X-stack (>10k LOC) Down 1

Bug 7 Optimizer impl Loss drift across stacks PyTorch vs. fused AdamW ac-
cumulate differently

Post-optimizer
weights

X-stack (>10k LOC) Down 1

Bug 8 State overwrite Loss drift after EMA val-
idation

Validation overwrites tensors
reused by training

Next-step params Config tweak
(ema_validation=False)

Down 1

Bug 9 Kernel nondet Inconsistent attn gradi-
ents

Deterministic flag disabled in
bwd kernel

Attn bwd output Self Down 1

Bug 10 Collective
topology

Node-type-specific loss
drift

Different NCCL tree leads to
different FP reduction order

Reduce-scatter Self
(same Python stack,
NCCL/top differs)

Full 1

Bug 11 Recompute bug Recompute ≠ forward
(bitwise)

Wrong microbatch index +
mismatched cast order

Early recompute
act.

Config tweak
(recompute=False)

Down 2

Bug 12 Hardware SDC Rare MoE shape crash
(pool A only)

Boolean scatter flips 1 bit on
some XPUs

Router mask Self Full 4232

Bug 13 Hardware SDC Same MoE crash on pool
B

Same scatter op shows low-
freq SDC

Router mask Self Full 4955

Bug 14 Config mis-
match

Divergence from MoE
layer 2

Histogram bin count inconsis-
tent across stacks

Histogram output X-stack (>10k LOC) Down 1

Bug 15 Init bug Immediate drift Pad-token embedding not ze-
roed

Padded-token em-
bedding

X-stack (>10k LOC) Down 1

Bug 16 Kernel race Deterministic drift at
fixed step

Shared-mem read before sync
in custom kernel

Embedding-bwd
grad

Self Down 220

Bug 17 Offload misuse Small persistent drift GPU upload races default
stream

Reloaded activa-
tion

Stable
(310 LOC)

Down 1

Bug 18 Kernel race Occasional bwd NaNs /
drift

Triton bwd uses shared mem
before barrier

Attn bwd output Self Full 95

Bug 19 Layout assump-
tion

Attention drift after mi-
nor schedule change

Fused QKV kernel assumes
contiguous input

QKV projection Stable
(260 LOC)

Down 1

Bug 20 Checkpoint
bug

Resume diverges in-
stantly

Name collision zeroes opti-
mizer step tensor

Optimizer step
tensor

Config tweak
(checkpoint=False)

Full 1

Table 3. Summary of 20 production failures diagnosed using OpGuard. The table reports the first divergent tensor, the reference run used for
comparison, replay scale, and the training step where the first mismatch appeared. Reference runs are grouped as self-replay (Self), last stable
commit (Stable), configuration tweak, or cross-stack comparison (X-stack); parenthesized LOC counts are approximate code differences.

ID Category Symptom Root cause Reference run OpGuard first diff

Bug 21 Stream race Inconsistent loss when overlap-
comm is set to true

Race between default stream and
reduction stream

Config tweak
(overlap_comm=False)

Modified tensor on the reduc-
tion stream

Bug 22 Kernel bug Non-deterministic model outputs
with context length 1

Kernel implicitly use the cached
states

Self-replay
(same input)

Wrong kernel output

Bug 23 TP consistency Tensor parallelism produces diver-
gent loss

Diff padded vocab size in diff TP
size

Single-GPU
TP simulator

Padded vocab

Bug 24 Collective op
impl

Precision issue caused by different
token dispatchers in MoE training

Diff calculation impl between all-
toall and allgather

Config tweak
(AllGather dispatcher)

Backward output grad

Bug 25 Stream race Deepspeed overlap-comm data
race

Race between default stream and
reduction stream

Config tweak
(overlap_comm=False)

Corrupted tensors caused by
race

Bug 26 Kernel bug Non-deterministic inference with
customized injected kernel

Incorrect offset when slicing the
workspace

Config tweak
(kernel inject off)

Diff tensor directly after the
wrong kernel

Bug 27 Impl mismatch Different vision embedding out-
puts across different library ver-
sions

Numerical implementation lead to
diff rounding order

Stable
library version
(>5K LOC)

Patch coordinate grid

Bug 28 Cache bug Qwen-2-VL generates inconsistent
logits between generate and call

Cached RoPE deltas not reset when
the cache is None

API path
(mode=generate)

Get-rope-index output

Bug 29 Init bug Accuracy regression across diff
versions

Position id prepared wrong Stable
library version
(>5K LOC)

Vision patch emd output

Bug 30 Init bug Inconsistent loss between Deep-
Speed and DDP on single GPU

Perform an extra step when init
optimzier

Cross-stack
DDP

Diff loss

Table 4. Summary of 10 open-source issues evaluated using OpGuard. The reference column reports the run or configuration used for
alignment; the first eight cases produced precise first-difference operators, while the last two expose current alignment limits.
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